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1
Decision/action requested

Approve the pCR to TR 33.876.
2
References

[1]
3GPP TR 33.876: "Study on automated certificate management in Service-Based Architecture (SBA)"
3
Rationale

One of the objectives in the SID of the Study on Standardising Automated Certificate Management in SBA is about standardising the use of a single automated certificate management protocol and procedures for certificate life cycle events within intra-PLMN 5G SBA.
This contribution proposes a new key issue, considering the single certificate management protocol and procedures, to be included in TR 33.876 [1]. 

4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 
*** Start of Change ***
5.X Key Issue #X: Single certificate management protocol and procedures

5.X.1
Key issue details

Considering virtualization in 5G SBA, it is impossible to manage certificates manually.
If there is no standardized use of an automated cert management protocol, the certificate management needs to be done manually which may lead to missing refreshment of certificates and usage of expired certificates.

It will increase the implementation and deployment complexity when several automated certificate management protocol and procedures are defined. And there will be interoperability issue for different implementation because NF may not be able to have a certificate from CA or may not be able to verify the certificate of other NF. 

This KI is to investigate required certificate management capabilities (e.g., enrolment, renewal), to be used for  corresponding certificate life cycle events, expected from a certificate management protocol and whether it is feasible to have a single certificate management protocol and procedures for all these certificate life cycle events within intra-PLMN 5G SBA, which is mandatory for implementation. 
5.X.2
Security threats

Not applicable.
5.X.3
Potential security requirements

Not applicable.
*** End of Change ***
