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[bookmark: _Toc11226294][bookmark: _Toc26799988][bookmark: _Toc35438796][bookmark: _Toc35439127][bookmark: _Toc98510093]5.3.4a	Requirements for handling Control plane data for the eNB
It is eNB's task to provide confidentiality and integrity protection for control plane packets on the S1/X2 reference points. 
1.	Control plane data ciphering/deciphering and integrity handling shall take place inside the secure environment where the related keys are stored. 
2.	The transport of control plane data over S1-MME, E1 and X2-C shall be integrity-, confidentiality- and replay-protected from unauthorized parties. If this is to be accomplished by cryptographic means, clause 11 shall be applied except for the Un interface between RN and DeNB.
NOTE: The use of cryptographic protection on S1-MME, E1 and X2-C is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.
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