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1
Decision/action requested

This contribution provides justification for having a new Ua security protocol identifier for PSK TLS 1.3 compared to the ones used for up to TLS 1.2.
2
References

[1]
3GPP TS 32.222 
[2]
3GPP TS 33.220
3
Rationale

There is currently an issue with the key derivation in TLS 1.3 with GBA keys. For TLS 1.3, it is necessary to have the keys when sending the ClientHello as they need to be calculated part of the symmetric key indication. The current (i.e. up to TLS 1.2) Ua security protocol identifier that is used for TLS with PSK depends on the knowledge of the chosen ciphersuite. The ciphersuite is chosen by the AF and hence cannot been known to the UE when it sends the ClientHello. Hence the existing Ua security protocol identifier needs to be changed.
The proposal here is to have new Ua security protocol for PSK TLS 1.3 with GBA keys or AKMA keys. This also has the advantage that there is a different key used as the master key for TLS 1.3 compared to TLS 1.2 (and before). 

The CRs in S3-220992 (an explanatory Note in TS 33.222) and S3-220993 (adding the new Ua security protocol identifier in TS 33.220 for PSK TLS 1.3) are proposed to implement this is in the specifications. 
4
Detailed proposal

Some companion CRs (S3-220992 and S3-220993) are proposed for agreement by SA3 to resolve this issue.
