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Disscussion
3.1 Background
RAN2 sent a LS S3-220628/R2-2204236 to SA3 on EPS fallback enhancement. Two alternative solutions are included in the LS for SA3 evaluation.
3.2 Alt 1 – The EPS fallback indication is included in paging message

As described in R2-2202818, the basic call flow is:
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Fiture 3.2-1 EPS fallback call flow in R2-2202818

In order to let the UE know that it is a voice call and the UE needs to fall back to answer the call in EPS, the NR RAN put the EPS fallback indication in the Paging message in step 3. By receiving the EPS fall back indication, the UE will select a suitable E-UTRA cell as described in step5, and try to attach to the EPS.
Obesrvation 1: For Alt 1, the EPS fall back indication is additionally carried in the Paging message.
While, the security of Paging message was discussed before in multi-USIM study TR 33.873 [1]
	Q1: Please confirm whether exposing the Paging Cause in cleartext poses any privacy/security issues. 

SA3 answer: Security and privacy aspects of exposing paging cause in cleartext is one of the objectives of the SA3 study.


Observation 2: The security of Paging message was studied in R-17 in Multi-USIM study TR 33.873 [1].

In TR 33.873[1], a KI on security aspects of exposing ‘paging casue’ was captured, but no threat, requirementwere agreed and thus no conclusions for this KI
The detail of KI is as following:
	5.3
Key issue #3: Security aspects of exposing 'paging cause’.
5.3.1
Key issue details 

In TR.23.761[2], the MUSIM device considers sending a paging cause part of the [Uu] paging message. The [Uu] paging message contains the identity of UE plus a Paging Cause, i.e., indicating the type of traffic that triggered the paging, e.g., MT Voice. 3G already used to have this paging cause as paging traffic type (Conversational, Streaming, Interactive, Background). In EPS, the paging traffic type was removed. MUSIM system applies to EPS and 5GS. Based on the paging cause, UE makes educated decisions on whether to respond to the other system's paging. The interim conclusion in TR 23.761 [2] is to have only one 'paging cause' value for the voice service. However, UE needs to discriminate the case where the absence of Paging Cause in the Uu Paging message is due to a non-voice MT service from the case where the absence of Paging Cause in the Uu Paging message is due to a legacy RAN node (i.e., regardless whether the MT service is voice or not).

5.3.2
Threats
No security threats adressed in the present document.

5.3.3
Potential security requirements
No Security requirements adressed in the present document.


The conclusion is captured as following:

	7.3
Key issue #3: Security aspects of exposing 'paging cause'
No solution is adressed in the present document.


Observation 3: In the multi-USIM study, there is no consensus about whether this is a valid security issue since no clear threats and requirements are agreed by SA3 in Rel-17 phase.  
Proposal: Regarding Alt1, the reply to RAN2 should give the background of SA3 on this issue by taking the above observations into account. 
3.3 Alt 2 - The EPS fallback indication is included in SIB
For Alt 2, the logical is similar as the Alt 1. However, the indication is carried in the SIB message. The security of SIB has been discussing since R-16 in FBS study. The risk of SIB message was captured in KI#2 of TR 33.809. A few solutions are captured to address this risk but no consensus was reached.

The threat is captured as following:

	5.2.2
Security Threats

Lack of protection of SI could potentially have following impacts in some cases:

-
DoS attack on UE

-
Rogue services


Obeservation 4: the unprotected SI may face the risk, such as DoS attack on UE or Rogue services 

Obeservation 5: However, there is no conclusions on the solutions, and there is no normative work in R-17 timeline.
Obeservation 6: For Alt 2, the security of system information is discussed in KI#2 of TR 33.809 [2], no consensus is reached.

Proposal 2: Regarding Alt2, answering to RAN2 that SA3 has been studying the security of system information in TR 33.809 [xx], but currently there is no consensus is reached.
3.4 Observations
Obesrvation 1: For Alt 1, the EPS fall back indication is additionally carried in the Paging message.
Observation 2: The security of Paging message was studied in R-17 in Multi-USIM study TR 33.873 [1].
Obeservation 3: In TR 33.873 [1], there is no consensus about the security of Paging message was made by SA3 Rel-17 time phase.
Obeservation 4: the unprotected SI may face the risk, such as DoS attack on UE or Rogue services 

Obeservation 5: However, there is no conclusions on the solutions, and there is no normative work in R-17 timeline.
Obeservation 6: For Alt 2, the security of system information is discussed in KI#2 of TR 33.809 [2], no consensus is reached.
3.5 Proposals
Propose to endorse the proposals:

Proposal: Regarding Alt1, the RAN2 should be informed the progress in SA3 on the security of paging message.
Proposal 2: Regarding Alt2, RAN2 should be informed that SA3 has been studying the security of system information in TR 33.809 [2], but currently there is no consensus is reached.
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