[bookmark: Title][bookmark: DocumentFor][bookmark: _Hlk40295327][bookmark: _Hlk60837667]3GPP TSG-SA3 Meeting #107-e 	S3-220627[image: Description: Description: Description: Description: gsma_logo_colour_rgb_sm]
5GMRR Doc 27_06r3
LS to 3GPP CT4 on Identification of source PLMN-ID in SBA
Meeting Information
Meeting Name and Number
5GMRR #25
Meeting Date
2021-11-29
Meeting Location
Virtual meeting
Document Information
Document Author
Mihaela Ambrozie (Vodafone)
Additional Contributors
Marc Balon (Orange), Gery Verwimp (BICS), Edward Yau (Syniverse), Diego Tafuto (TISparkle), Kathleen Leach (T-Mobile)
Document Creation Date
2021-11-26
Document Status
Approval
Security Classification
Non-confidential
Document Summary
This LS to 3GPP CT4 working group is to ask for action on Identification of source PLMN-ID in SBA in roaming scenario



Version History 
Date
Version
Author / Comments 
2021-11-26
1.0
Mihaela Ambrozie (Vodafone)
2021-12-01
2.0
Mihaela Ambrozie (Vodafone)
2021-12-02
3.0
Mihaela Ambrozie (Vodafone)
2021-12-06
4.0
Mihaela Ambrozie (Vodafone)
2021-12-30
19.0
Mihaela Ambrozie (Vodafone)
2022-01-10
23.0
Mihaela Ambrozie (Vodafone)
2022-01-12
26.0
Mihaela Ambrozie (Vodafone)
2022-01-19
29.0
Mihaela Ambrozie (Vodafone)
2022-01-21
31.0
Mihaela Ambrozie (Vodafone)
2022-01-27
final
Pieter Veenstra (NetNumber) – Chair 5GMRR



© GSMA © 2022. The GSM Association (“Association”) makes no representation, warranty or undertaking (express or implied) with respect to and does not accept any responsibility for, and disclaims liability for the accuracy or completeness or timeliness of the information contained in this document. The information contained in this document may be subject to change without prior notice. This document has been classified according to the GSMA Document Confidentiality Policy. GSMA meetings are conducted in full compliance with the GSMA Antitrust Policy.

e-meeting, 16 - 20 May 2022

Source:	3GPP RAN2
Title:	Reply LS on LTE User Plane Integrity Protection
Document for:	Information, Discussion
Agenda Item:3

3GPP TSG RAN WG2#117-e	R2-2203663
e-Meeting, 21st February - 3rd March, 2022	rev of R2-2203369
________________________________________________________________________

Title:	Reply LS on LTE User Plane Integrity Protection
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Response to:	S3-214462/R2-2200153
Release:	17
[bookmark: _Hlk88138253]Work Item:	UPIP_SEC_LTE, UPIP_SEC_LTE-RAN-Core

Source:	RAN2 
To:	SA3
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]cc:	RAN3, SA2

Contact person:	Chris Pudney (Vodafone)
	chris dot pudney at @ vodafone dot com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	none

1	Overall description
RAN2 thanks SA3 for their LS in S3-214462/R3-220128. RAN2 is taking this information into account (along with the CRs agreed in SA2, CT4 and CT1), but only to the extent that is described by the WID agreed by RAN plenary in RP-213669 which, in particular, restricts the scope to EN-DC capable UEs.
In response to SA3’s request “…to inform SA3 on their final decision with respect to which algorithm code points are to be used”, RAN2 would like to provide the following information:
UPIP for the EPC connected architectures uses NR PDCP and is configured in following way:  
· (as is done for legacy LTE UE) an LTE algorithm code point is configured in field integrityProtectionAlgorithm in IE SecurityAlgorithmConfig  in the TS 36.331 SecurityModeCommand message, and this is used to derive KUPint (and also to derive KUPEnc, as for legacy LTE UE).
· The NR algorithm code point (corresponding to the LTE algorithm code point used in the SecurityModeCommand) indicated by the integrityProtAlgorithm included in the securityConfig in the TS 38.331 RadioBearerConfig is used to configure the UP IP algorithm applied by NR PDCP to perform integrity protection.
· The integrityProtection indicated in pdcp-Config in the DRB-ToAddMod(list) in the TS 38.331 RadioBearerConfig is used to activate the UP IP for a DRB using the configured algorithm, which can be done only at DRB setup. Consequently, UP IP activation/deactivation for a DRB can be changed only by DRB-release-and-add. 
2	Actions
To SA3
ACTION: 	RAN2 respectfully requests SA3 to take the above information into account.
3	Dates of next TSG RAN 2 meetings
Please see the latest information on the RAN 2 calendar.
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