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1
Decision/action requested

This contribution proposes to add Key issue on authorization in the UE-to-UE relay scenario in TR 33.740.
2
References

3
Rationale

This contribution proposes to add a new key issue on authorization in the UE-to-UE relay scenario.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key issue #X: Authorization in the UE-to-UE Relay Scenario

5.X.1
Key issue details

TR 23.700-33 [Y], key issue #1 describes its key Issue regarding support of UE-to-UE Relay:

"-
Whether and how the network can control UE-to-UE Relay operation, at least including how to:

-
Authorize the UE-to-UE Relay, e.g. authorize a UE as UE-to-UE Relay.

-
Authorize Source/Target UEs to use a UE-to-UE Relay.

…

NOTE 3:
For security/privacy protection aspects, coordination with SA WG3 is needed."

From a security point of view, whether the UE can act as a UE-to-UE Relay should be assured by the Source UE or Target UE. Similarly, whether the UE can act as a Source UE or Target UE should be assured by the UE-to-UE relay.

3GPP system should be able to authorize a UE to perform as UE-to-UE Relay and a UE to communicate with another UE via a UE-to-UE Relay. 
5.X.2
Security threats
An attacker may impersonate the UE-to-UE Relay. If the Source/Target UE cannot verify if the UE acting as UE-to-UE relay is authorized, the attacker UE may impersonate the UE-to-UE relay. The attacker may then deny the UE services between the two UEs (e.g., arbitrary discard messages). 

Similarly, an attacker may impersonate the Source UE or the Target UE.

5.X.3
Potential security requirements

The 5GS shall support authorization of the UE as a UE-to-UE relay in the UE-to-UE relay scenario.

The 5GS shall support authorization of the UE as a Source UE or a Target UE in the UE-to-UE relay scenario.


*** NEXT CHANGE ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".



[Y]
3GPP TR 23.700-33: "Study on System enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 2".
**** END OF CHANGES ****

