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1
Decision/action requested

It is requested to approve the update in  KI1.
2
References

[X] 
3GPP TR 33.737 " Study on Authentication and Key Management for Applications (AKMA) phase 2". 

3
Rationale
KI1 is not clearly defined in the TR 33.737[X], therefore, it is proposed to update the KI1 with the following details.
4
Detailed proposal

**** START OF CHANGE ****
5.1
Key Issue #1: Support for AKMA roaming scenario  

5.1.1
Issue details


There are different scenarios for AKMA roaming: 

AKMA roaming scenarios depend on UE and AF locations. Therefore, there are different scenarios for AKMA roaming that need to be addressed: 

Case 1: UE in VPLMN#1 and accessing the AF located in HPLMN.

Case 2: UE is in VPLMN#1 and accessing the AF located in VPLMN#1.



The LI requirements are only for the encryption, and the UA* protocol is encrypted via the encryption keys derived from KAF (Example TLS profile defined in 33.535) or Kaf itself is used for the encryption. The encryption key derived from KAF may be an application layer protocol, not defined by 3GPP. So, LI should be compliant by AF in this case. However, the AF cannot do these without 3GPP assistance. If we break it down into the individual issues, then:

· How does AF know the LI requirements of VPLMN  ?
· How does AF provide the encryption keys to VPLMN where UE is attached? 
· How does AF get the KAF from HPLMN?

5.1.2
Security Threats
TBA

5.1.3
Potential security requirements

5GC should facilitate to provide encryption keys to VPLMN.

**** END OF CHANGE ****
�SA3 should strive to solve the problem providing encryption now that SA3 designs the solution. This should the absolute last resort. 





