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1
Decision/action requested

Approve the pCR to TR 33.876.
2
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3
Rationale

Key Issue #1 in TR 33.876 [1] is about single certificate management protocol and procedures. 

This contribution proposes a new solution to address this key issue, considering CMPv2 has been used by base station for automatic certificate enrolment in 3GPP [2]. 
4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 
*** Start of Change 1 ***
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*** End of Change 1 ***
*** Start of Change 2 ***
6.X
Solution #X: Using CMP protocol for certificate enrolment and renewal
6.X.1
Introduction

This solution addresses Key Issue 1: Single certificate management protocol and procedures.

It is beneficial to have a single certificate management protocol and procedures for the certificate enrolment and renewal, to avoid manual certificate management which may lead to missing refreshment of certificates and usage of expired certificates.

CMP family is a good candidate to support automatic certificate enrolment and renewal procedure. CMP provides built-in integrity protection and authentication. CMP also provides revocation support with the operation of Revocation Request/Response, Revocation Announcement and CRL Announcement [X1]. 
The CMP is a very solid and capable protocol, but the protocol offers a too large set of features and options which means implementation of all options is not realistic because this would take undue effort. And many details of the CMP protocol have been left open or have not been specified in full preciseness which increases burden on interoperability. Furthermore, automated scenarios for a machine-to-machine communication are not covered sufficiently. CMP is under update to overcome some limitations [X2]. Also, 3GPP can specify a profile of CMP that specifies clearly which options and features of CMP are used and how they are used. 
6.X.2
Solution Details
It is assumed that the secure communication channel setup and initial trust between NF and CA/RA is solved by the solution for Key Issue 2, so the solution of Key Issue 2 need also be taken into account as a complete solution for Key Issue 1. 

Transport of CMP messages between end entities (network elements) and CA/RA uses HTTP-based protocol as specified in IETF RFC 6712 [X3].

The NF entities use CMP protocol or out-of-band procedures to register at the CA/RA.

The NF entities use CMP protocol to initiate the certificate request to the CA/RA, and receive the certificate from the CA/RA in a secure and automated procedure.

The NF entities use CMP protocol to update the key and certificate to the CA/RA, and receive the renewed certificate from the CA/RA before the certificate expires in a secure and automated procedure.
NOTE: The CA/RA can be:

-
either a stand-alone CA implementing a CMP server, 

-
or, a CA having delegated certain tasks to an RA, which is in this solution operating the CMP server.
Editor's Note:
CMP profiling for SBA is FFS. 

Editor's Note:
Provision of certain parameters to the NF for CSR generation is FFS. 

6.X.3
Evaluation

TBD
*** End of Change 2 ***
