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1
Decision/action requested

Approve the pCR to TR 33.876.
2
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3
Rationale

One of the key issues in TR 33.876 [1] is about the relation between certificate lifecycle management (LCM) and NF LCM. 

This contribution proposes a new solution to address this key issue, considering SBA architecture and the ETSI specifications and reports on NFV management and orchestration [2] and NFV certificate management [3]. Similar to [3] where ETSI ISG NFV identifies a function to synchronize the VNF LCM with the certificate LCM events, this contribution introduces a new network entity being responsible for the synchronization.
4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 
*** Start of 1st Change ***
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*** End of 1st Change ***
*** Start of 2nd Change ***
6.X
Solution #X: A solution adressing the relation between certificate lifecycle management and NF lifecycle management

6.X.1
Introduction

This solution addresses the key issue #6 (relation between certificate management lifecycle and NF management lifecycle). As stated in the key issue details, NF lifecycle management (LCM) and certificate LCM have some relations that need to be considered in the certificate management mechanism. Since it is better to keep certificate and registration authorities (CA/RA) as plain as possible for easy deployments, as well as for performance reasons, this solution introduces a new network entity called as Certificate Management Network Entity (CMNE) that is similar to the certificate management function, introduced in [XX], being responsible for the synchronization of the VNF LCM with the certificate LCM events.
The CMNE is responsible for the synchronization between certificate related events and NF related events. To achieve this role successfully, the CMNE communicates with the CA/RA and NRF. To have a fine-grained control on both the certificate lifecycle related events and (V)NF lifecycle events, the CMNE also communicates with the orchestration entities at the virtualization layer in NF cloud deployments. For example, the CMNE can be an authorized consumer of the NFV-MANO exposed interfaces [YY]. 

6.X.2
Solution details

The CMNE informs the CA/RA about the events so that CA/RA can take further actions related to the NF lifecycle events. For certificate lifecycle related events triggered by CA/RA, the CA/RA informs the CMNE and then CMNE transfers this information to the NRF and the virtualization orchestration entities. 

Figure 6.X.2-1 depicts a high-level procedure for synchronization of NF and certificate lifecycle management. Steps 1 represents the information flow related to certficiate lifecycle events, steps 2 shows the high-level flow related to NF lifecycle related events triggered by the virtualization orchestration entities. For example, when the certificate of a NF instance is revoked, the CMNE is informed by the CA/RA and then the CMNE informs to the NRF so that the NRF may take further actions for the affected NF profiles. Another example is when an NF termination related information is received from the orchestration entity, the CNME informs the CA/RA to revoke the certificate of the corresponding NF.
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Figure 6.X.2-1: A high-level procedure for syncronization between certificate lifecycle management and NF lifecycle management 
Editor's Note:
Involvement of the NRF requires further study. 

Editor's Note:
Interaction with OAM is FFS. 

6.X.3
Evaluation

TBD
*** End of 2nd Change ***
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