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1
Decision/action requested

It is requested to approve the new Key issue for FS_eNA_SEC_Ph3
2
References

[1]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services ".
3
Rationale

In the last SA3 meeting, key issue #4 was approved under tdoc S3-221222 This solution addresses the threats and security requirements of the key issue.
4
Detailed proposal

************ START OF CHANGES ************
6.y
Solution #Y: Anomalous NF behaviour detection by NWDAF 
6.y.1
Introduction

This solution addresses key issue #4.

The 5GC supports distributed NF deployments in order to ensure that the NF can provide services from multiple locations. The infrastructure typically implemented on cloud platforms may be owned and operated by the PLMN operator himself, or they may be run on commercial public cloud platforms. It is always possible that the NFs behave in an anomalous manner in certain sites of such distributed infrastructure. Such anomalous behaviour can arise either due to configuration errors or internal data corruption, or due to an attack. 

To allow an operator to manage its NF deployment efficiently, additional relevant log data from the NFs can be provided to the NWDAF, which can then be used by NWDAF in assisting the analysis and detection of the cause for an anomaly.
6.y.2
Solution details

6.y.2.1 General

The OAM or some operator defined AF may subscribe/request to the NWDAF to notify/respond when it detects an abnormal behaviour for a particular NF instance (for example excessive resource usage, or consistent failure to provide its service). There can be various causes of abnormal behaviour such as an erroneous operation at a NF, an error at the side of the cloud provider where the NF is deployed, or an impending attack at a particular NF by a malicious entity in the system. 

In order to analyse the root cause of the anomaly with certain degree of confidence, more information or related data can help. Thus, NWDAF requests inputs from different entities in the system (such as OAM, NRF and NFs) for detailed analysis. Security related data for analytics can also be collected by NWDAF from the NFs (or via OAM). The final output analytics is then sent to the OAM or the AF for adequate measures. 

In order to facilitate the security related log data collection from NFs two different methods are proposed

NOTE: Defining the protocols used for log collection is not in the scope of this document
6.y.2.2 Collection of security related log data of NFs via NFs EventExposure APIs
The procedure depicted in Figure 6.y.2.2-1 allows a consumer to request analytics from NWDAF for anomalous NF behaviour and its root cause.
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Figure 6.y.2.2-1: NF anomalous behaviour analytics provided by NWDAF using security logs obtained from NFs EventExposure APIs
1.
The OAM or operator's AF sends a request/subscription to the NWDAF for NF anomalous behaviour analytics using either the Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe service operation.
2.
If the request is authorized, and in order to provide the requested analytics, the NWDAF may subscribe to OAM services to retrieve resource usage and NF resources configuration of all targeted NF instances, following the procedure specified in clause 6.2.3.2 in TS 23.288 [1].
3a.
The NWDAF subscribes to NRF to receive notification on changes, e.g., on the load and status of NF instances registered in NRF, using Nnrf_NFManagement_NFStatusSubscribe service operation for all targeted NF instances. NF instances are identified by their NF id.

3b.
NRF notifies NWDAF of changes on the load and status of the requested NF instances by using Nnrf_NFManagement_NFStatusNotify service operation.
4a.
The NWDAF subscribes or requests the additional security specific log info (as specified in the table 6.y.2.3-1) for a particular NF by invoking the Nnf_EventExposure_Subscribe service operation.

4b.
The NF then notifies the NWDAF (e.g. with the complete log report) by invoking Nnf_EventExposure_Notify service operation.
5.
The NWDAF derives the relevant analytics using the inputs provided by the OAM, NRF, and the NF (as specified in the table 6.y.2.3-2)

6.
The NWDAF provides requested NF anomalous information along with the corresponding root cause (for instance a malicious NF trying to attack other NF for denial of service, or an erroneous NF unable to provide service to other NFs) using either the Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Subscribe response, depending on the service used in step 1.
6.y.2.3 Collection of security related log data of NFs via OAM
The procedure depicted in Figure 6.y.2.3-1 allows a consumer to request analytics from NWDAF for anomalous NF behaviour and its root cause using the security specific NF logs obtained from OAM.
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Figure 6.y.2.3-1: NF anomalous behaviour analytics provided by NWDAF using security logs obtained from OAM 

1.
The OAM or operator's AF sends a request/subscription to the NWDAF for NF anomalous behaviour analytics using either the Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe service operation.
2.
If the request is authorized, and in order to provide the requested analytics, the NWDAF may subscribe to OAM services to retrieve resource usage and NF resources configuration of all targeted NF instances, following the procedure specified in clause 6.2.3.2 in TS 23.288 [1]. The NWDAF further sends the request to the OAM to provide the security specific log into (as specified in the table 6.y.2.3-1).

3.  OAM then collects all the requested information along with the security logs from the NFs and provide it to NWDAF.
4a.
The NWDAF subscribes to NRF to receive notification on changes, e.g., on the load and status of NF instances registered in NRF, using Nnrf_NFManagement_NFStatusSubscribe service operation for all targeted NF instances. NF instances are identified by their NF id.

4b.
NRF notifies NWDAF of changes on the load and status of the requested NF instances by using Nnrf_NFManagement_NFStatusNotify service operation.
5.
The NWDAF derives the relevant analytics using the inputs provided by the OAM and NRF (as specified in the table 6.y.2.3-2)

6.
The NWDAF provides requested NF anomalous information along with the corresponding root cause (for instance a malicious NF trying to attack other NF for denial of service, or an erroneous NF unable to provide service to other NFs) using either the Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Subscribe response, depending on the service used in step 1.
Table 6.y.2.3-1 Security specific parameters provided by NFs (NF/NRF) to assist in detection

	Information
	Description

	Timestamp
	A time stamp associated with the service request which was sent by the NF Service Consumer to a NF Service Producer.

	NF Service Consumer / SCP Identifier
	The consumer instance or the SCP which sends the service request along with the access token to the NF Service Producer.

	NF Service Producer Identifier
	The producer instance which receives the requests and which verifies the access token received along with the requests

	Authorization status of NF Service Consumer 
	Indicated if a given NF Service Consumer is authorized to receive an access token or not, as provided by NRF.

	Access Token Authenticity
	Information such as, if access token provided is for the service request it is sent, and if it is generated for the NF Service Consumer which is requesting the service.

	Access Token Validity
	Verification result, i.e. whether the access token is valid or invalid.

	Number of requests to access a service
	Number of simultaneous requests received at the NF Service Producer for a particular time window.

	Requested Service Name
	Name of the service for which the requests had been received.

	Service Response Confirmation
	Confirmation whether the NF Service Producer was able to fulfil the service requests or not.


Table 6.y.2.3-2 Inputs provided to NWDAF in assisting the detection of anomalous NF

	Information
	Source
	Description

	Security Log Data
	OAM/NF
	Additional security relevant log info as described in table 6.7.2-1.

	NF Load 
	NRF
	The load of specific NF instance(s) recorded in their NF profile as defined per TS 29.510 [2].

	NF resource usage
	OAM
	The usage of assigned virtual resources for specific NF instance(s) (e.g., mean usage of virtual CPU, memory, disk) as defined in TS 28.552 [3] clause 5.7.


Table 6.y.2.3-3 and Table 6.y.2.3-4 specifies the output analytics from NWDAF
Table 6.y.2.3-3: Anomalous NF behaviour statistics
	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception category
	Indication if the anomalous behaviour is an attack or geniune error 

	> Exception level
	Scalar value indicating the severity of the abnormal behaviour

	> List of target NF(s) 
	One or more NFs which are affected due to the anomoulous NF in the system

	> List of anomolous NF(s) 
	One or more NFs which are the probable cause of the anomalous activity in the system (either because they are malicious or due to internal errors)


Table 6.y.2.3-4: Anomalous NF behaviour predictions
	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception category
	Indication if the anomalous behaviour is an attack or geniune error 

	> Exception level
	Scalar value indicating the severity of the abnormal behaviour

	> List of target NF(s) 
	One or more NFs which are affected due to the anomoulous NF in the system

	> List of anomolous NF(s) 
	One or more NFs which are the probable cause of the anomalous activity in the system (either because they are malicious or due to internal errors)

	> Confidence 
	Confidence of this prediction


Editor’s note: How to use these parameters to detect anomalies is ffs
Based on the input, an analytics function can monitor and find abnormalities in NF load or NF resource usage, which can result in an alert. Specific security log data can help to understand if this is normal behaviour or could be resulting from a NF that is behaving anomalous. 

Thus, when NFs send service requests to other NFs, input data such as the number of service requests sent, the percentage of successful service requests, the percentage of successful access token verification and the serving NF load and resource usage can be used to provide training data for normal service requests reception and load. 

Input data such as NF Service Consumer / SCP identifier, the NF Service Producer Identifier and the Requested Service Name can be used to identity the anomalous/erroneous NF in the system.

NOTE: The derivation of output from input depends on the algorithms used or the policy present. How to derive the output from input is up to implementation logic, which is out of scope of 3GPP.
6.y.3
Evaluation
TBD
************ END OF CHANGES ************
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