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Decision/action requested

It is requested to approve this solution for Key issue#2.2 in TR 33.739.
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Rationale

For Rel-17, it is concluded for authentication between EEC and ECS, EEC and EES, TLS authentication methods shall be used, and the details of TLS authentication method, (e.g., TLS with AKMA as specified in TS 33.535, TLS with GBA as specified in TS 33.222, other TLS authentication methods that uses other than 3GPP subscription credential(s) which is out of 3GPP) are out of scope. Key issue#2.2, was agreed in TR 33.739 to address the issue of selection of authentication method. This solution proposes a mechanism to select one of the authentication methods supported by Home network and indicate the same to the EEC.
4
Detailed proposal

*****Start of change*****
6.Y
Solution #Y: Authentication mechanism selection between EEC and EES

6.Y.1
Solution overview

This solution proposes a mechanism to select one of the authentication methods supported by Home network and indicate the same to the EEC addressing the security requirements of key issue#2.2. 
6.Y.2
Solution details
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Figure 6.Y.2-1: EES indicates the authentication method in EES profile during the EES registration

1. The EES sends the EES registration request to the ECS. The request from the EES includes the EES profile, EES security credentials and authentication method selected by the HN and SN.
The selection of the authentication method by the EEC and the EES can be as follows:

- If more than one authentication methods are supported, the authentication method selected by EEC, HN and SN based on the operator or local policy is selected.

- If one authentication method is selected and indicated then the same should be used by the EEC, HN and SN.

- If no supported authentication method in common, then a default authentication method has to be selected. Defining default authentication method is based on operator policy.    
2. Upon receiving the request from the EES, the ECS verifies the security credentials of the EES and stores the EES registration information obtained in step 1. 

3. The ECS sends an EES registration response indicating success or failure of the registration operation. 
During service provisioning, the ECS responds to the EEC's request with a service provisioning response which includes a list of EDN configuration information, e.g. identification of the EDN, EDN service area, the required information (e.g. URI, IP address) for establishing a connection to the EES and authentication method selected by the HN and SN.

Editor’s Note: It is FFS how to select the authentication mechanism if EES does not know the serving network or home network, the UE belongs to.
6.Y.2.1
EES profile
Table 6.Y.2.1-1 describes the information elements of EES profile as specified in clause 8.2.6, Table 8.2.6-1 of TS 23.558 [xx], with additional IE to indicate selected authentication method.
Table 6.Y.2.1-1: EES Profile
	Information element
	Status
	Description

	EESID 
	M
	The identifier of the EES

	EES Endpoint
	M
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the EES. This information is provided to the EEC to connect to the EES.

	EASIDs
	M
	List of EASIDs registered with the EES.

	EEC registration configuration
	M
	Indicates whether the EEC is required to register on the EES to use edge services or not.

	EES Provider Identifier
	O
	The identifier of the ECSP that provides the EES Provider.

	EES Topological Service Area
	O
	The EES serves UEs that are connected to the Core Network from one of the cells included in this service area. EECs in UEs that are located outside this area shall not be served. See possible formats in Table 8.2.7-1.

	EES Geographical Service Area
	O
	The area being served by the EES in Geographical values (as specified in clause 7.3.3.3)

	List of EES DNAI(s)
	O
	DNAI(s) associated with the EES. This IE is used as Potential Locations of Applications in clause 5.6.7 of 3GPP TS 23.501 [2].
It is a subset of the DNAI(s) associated with the EDN, where the EES resides.

	EES Service continuity support
	O
	Indicates if the EES supports service continuity or not. This IE also indicates which ACR scenarios are supported by the EES.

	Authentication Method
	M
	Selected Authentication method (for example, client-server certificate-based, AKMA & GBA)


6.Y.3
Solution evaluation

Editor’s Note: The evaluation of this solution is FFS.
*****End of change*****
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