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Start of First Change
[bookmark: _Toc42179128]5.3.3.1.2.1	Key hierarchy
PC5 unicast link uses 4 different layers of keying material as shown in figure 5.3.3.1.2.1-1. 


Figure 5.3.3.1.2.1-1: Key Hierarchy for PC5 unicast link
The different layers of keys are the following:
-	Long term credentials: These are the credentials that are provisioned into the UE(s) and form the root of the security of the PC5 unicast link. The credentials may include symmetric key(s) or public/private key pair depending on the particular use case. Authentication signalling (see clause 5.3.3.1.3.2) is exchanged between the UEs to derive the KNRP. 
-	KNRP: This is a 256-bit root key that is shared between the two entities that communicating using NR PC5 unicast link. It may be refreshed by re-running the authentication signalling using the long-term credentials. Nonces  are exchanged between the UEs and used with the KNRP to generate a KNRP-sess (the next layer of keys). KNRP may be kept even when the UEs have no active unicast communication session between them. The  32-bit KNRP ID is used to identify KNRP.
-	KNRP-sess: This is the 256-bit key that is derived by UE from KNRP and is used derive keys that to protect the transfer of data between the UEs. The KNRP-sess is derived per unicast link. During activated unicast communication session between the UEs, the KNRP-sess may be refreshed by running the rekeying procedure. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KNRP-sess. The 16-bit KNRP-sess ID identifies the KNRP-sess. 
NOTE 1:	A KNRP-sess ID with a zero value indicates that no NULL confidentiality and integrity algorithmsecurity  is used and hence the UEs do not assign an all zero value of KNRP-sess ID when creating a security context.
-	NRPEK and NRPIK: The NR PC5 Encryption Key (NRPEK) and NR PC5 Integrity Key (NRPIK) are used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling, PC5 RRC signalling, and PC5 user plane data. They are derived from KNRP-sess and are refreshed automatically every time KNRP-sess is changed. 
NOTE 2:	Whether the above keys (i.e. KNRP, KNRP-sess, NRPEK and NRPIK) are derived is based on the result of the security activation for the signalling security.
NOTE 3: KNRP is used to derive the keys for a security context for a unicast link established between a pair of UEs and could be used to derive keys for additional links established between a certain pair of UEs. The KNRP and its accompanying KNRP ID values are not part of the security context for a unicast link and do not have to be deleted after unicast link release. 

Start of Second Change
[bookmark: _Toc42179139]5.3.3.1.4.2.3	Security policy handling
For a NR PC5 unicast link, the UE shall be provisioned with the following:
-	The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:
-	Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
-	Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
-	User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
-	User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
NOTE 1:	No integrity protection on signalling traffic enables services that do not require security.
NOTE 2:	Ensuring that only a connection with security is used for a V2X service is guaranteed if the signalling integrity security policy of at least one of the UEs for that V2X service is set to REQUIRED. It is recommended to set this security policy to REQUIRED in order to guarantee security protection.
NOTE 3:	While some V2X applications are similar to Emergency Services and may require similar security policies handling, such V2X applications are outside of the scope of 3GPP.
REQUIRED means the UE shall only accept the connection if a non-NULL confidentiality or integrity algorithm is used for protection of the traffic.
NOT NEEDED means that the UE shall only establish a connection with no NULL confidentiality and integrity algorithmsecurity.
PREFFERED means that the UE may try to establish security but may will accept the connection with NULL confidentiality or integrity algorithmno security. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.
The handling of signalling security policy proceeds as follows:
-	At initial connection, the initiating UE includes its signalling security policy in the Direct Communication Request message. The receiving UE(s) takes this into account when deciding whether to accept or reject the request and when deciding the agreed security policy to be sent back in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy (see clause 5.3.3.1.4.3 for full details of the handling).
All the UP data of PC5 unicast link shall have the same security.
The handling of the user plane security policy proceeds with the following sequence:
a)	At initial connection, the UE that sent the Direct Communications Request shall include the user plane security policy for the service in the Direct Security Mode Complete message. 
b)	If the signalling confidentiality protection is not activated, then UEs shall treat their user plane confidentiality policy for the V2X service for this connection as NOT NEEDED and the receiving UE shall set confidentiality for the user plane to off. The receiving UE may accept the Direct Communication Request and the response message (i.e. Direct Communication Accept) shall include the configuration of not activating (i.e. set to off) the user plane confidentiality protection.
c)	The receiving UE shall reject the Direct Communication Request when the following cases occur: 1) if the received user plane security policy had either confidentiality/integrity set to NOT NEEDED and its own corresponding policy is set to REQUIRED or, 2) if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to NOT NEEDED.
d)	Otherwise, the receiving UE may accept the Direct Communication Request and the response message (i.e. Direct Communication Accept) shall include the configuration of user plane confidentiality protection based on the agreed user plane security policy, set as follows:
1)	User plane confidentiality protection set to off if the received user plane security policy had either confidentiality set to NOT NEEDED and/or its own user plane security policy for the service is set to NOT NEEDED; or 
2)	User plane confidentiality protection set to on if the received user plane security policy had either confidentiality set to REQUIRED and/or its own user plane security policy for the service its own corresponding policy is set to REQUIRED; or
3)	User plane confidentiality protection set to off or on otherwise (i.e. when both the received user plane security policy and its own user plane security policy for the service had the confidentiality set to PREFERRED).
User plane integrity protection set following the same rules as confidentiality protection but based on the received and its own user plane integrity protection policy for the service.
NOTE: When both UE’s signalling and the user plane security policies are PREFERRED, the receiving UE sets the confidentiality and/or integrity protection to on. There might be UE constraints limiting the enablement of confidentiality and/or integrity protection, e.g. UE hardware platform resource constraints/limitations. 
Due to the purpose of adding a new V2X service to an existing PC5 unicast link, if the signalling and user plane security policies of the new V2X service are satisfied by the security in use for the PC5 unicast link, the initiating UE shall send the Link Modification Request to the receiving UE. The receiving UE shall reject the Link Modification Request if the security in use for the PC5 unicast link does not match the signalling and user plane security policies of the new V2X service.
The V2X layer of the UE shall pass the security configurations to its AS layer. The security configurations are mutually agreed by both sides' UEs, including the configuration of confidentiality and integrity protection.


Start of Third Change
[bookmark: _Toc42246755][bookmark: _Toc45106514][bookmark: _Toc51253897][bookmark: _Toc58407128][bookmark: _Toc42179148]5.3.3.2	Identity privacy for the PC5 unicast link 
[bookmark: _Toc42179149][bookmark: _Toc42246756][bookmark: _Toc45106515][bookmark: _Toc51253898][bookmark: _Toc58407129]5.3.3.2.1	General
The link identifier update procedure given in TS 23.287 [2] is used to provide privacy for the identities in the unicast link. This procedure only provides privacy if aA non-NULL confidentiality algorithm is shall be selected to provide privacy for the identities, if using this procedure. If NULL confidentiality algorithm is selected, then this procedure shall not be used. This means the messages in this procedure are sent confidentiality protected (i.e. using a non-NULL confidentiality algorithm) and hence the new identities agreed by the UEs are only known to the involved UEs. A three-way message exchange procedure is required with this procedure since both UEs need to change their identifiers during the same procedure and to allow these new values to be acknowledged before them being used. This procedure is used to preserve the privacy for the identities that are seen in the clear for an ongoing unicast connection.
NOTE:	From a security point of view, it is assumed that the link identifier update procedure is used with a protected connection.
A separate privacy threat that allows to link two subsequent connections is caused by either the same KNRP ID or same partial KNRP ID value being sent in the Direct Communication Request message for subsequent connections. The Layer-2 link release procedure given in TS 23.287 [2] is used to provide privacy for the KNRP ID. The messages in the Layer-2 link release procedure are always sent protected and hence the new KNRP ID agreed by the UEs is only known to the involved UEs.
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