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1
Decision/action requested

It is proposed to endorse the proposal of this discussion paper. 
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Rationale

3.1
General

The study of the Home Network triggered primary authentication [1] includes a use case for the security of Interworking. 
The use case description states that after interworking from EPS to 5GS the Home network may not have a valid KAUSF. The KAUSF could be used in SoR/UPU or AKMA if these features are supported by the network and there is also a need to use them right after the mobility from EPS to 5GS. 

TS 33.501 [4], clause 8 states that when the UE moves from EPS to 5GS and sends a Registration Request to the AMF, the AMF may run a primary authentication depending on the operator local policy. 
In such case, the AMF may either derive a mapped 5G security context from the EPS context received from the source MME as described in clause 8.6.2 or initiate a primary authentication procedure to create a new native 5G security context.

In other words, the authentication step 9 during the registration procedure in TS 23.502 [2], 4.2.2.2.2 may take place depending on the local AMF policy. That is, local policy in AMF can ensure that primary authentication is executed when the UE moves from EPS to 5GS and then a fresh KAUSF is available in the Home Network and the UE if needed. 

However, if the policy in the AMF does not trigger primary authentication upon mobility from EPS, then the Home Network could still ensure that the primary authentication is executed based on the procedures specified in TS 33.501 [4] section 6.1.4. 
The home network records the time of the most recent successfully verified authentication confirmation of the subscriber together with the identity of the 5G visited network that was involved in the authentication. When a new Nudm_UECM_Registration Request arrives from a visited network, the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not, the Nudm_UECM_Registration Request is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new Nausf_UEAuthentication_Authenticate Request (cf. sub-clause 6.1.2 of the present document) for fetching a new authentication vector before repeating the Nudm_UECM_Registration Request. 

NOTE 1: 
With this approach, the authentication procedure and the Nudm_UECM_Registration procedure are performed independently. They are coupled only through linking information in the home network. 

NOTE 2: 
It is up to the home network to set the time threshold to define what 'sufficiently recent' is.

When the AMF sends an Nudm_UECM_Registration request towards the UDM in Step 14 in the registration procedure, the UDM upon local policy could respond to this request with an error message (REAUTHENTICATION_REQUIRED) [3] that the UE needs to be re-authenticated. 
Therefore, there is already specified behaviour so that a fresh KAUSF is available in the Home Network when the UE moves from EPS to 5GS and thus no new procedures are required to be defined for the interworking case.
It can be concluded that existing specified procedures can be used to ensure that a valid KAUSF is available in the Home Network upon UE mobility from EPS to 5GS and thus there is no need to specify new procedures for the interworking use case. 

4
Detailed proposal

It is proposed to conclude that there is no need to specify a new procedure for initiating home triggered primary authentication for the use case of interworking.

