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1
Decision/action requested

It is proposed to approve the scope clause of the technical report.
2
References

[1]
3GPP TR 33.877: "Study on the security aspects of Artificial Intelligence (AI)/Machine Learning (ML) for the NG-RAN".

[2]
3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC".
3
Rationale

It is proposed to add some text in scope clause of the TR 33.877 [1]. The text comes from the objectives of the study with some additional information about the NG-RAN AI/ML framework studied in TR 37.817 [2].
4
Detailed proposal

*** 1st CHANGE ***

1
Scope

The study aims at identifying key issues and solutions in order to address the security aspects of employing AI/ML techniques in RAN. The motivation of this study is to provide potential security handling for the procedures of the NG-RAN AI/ML framework [XX]. The NG-RAN AI/ML framework includes functional entities and information flows between functions in order to realize an AI/ML architecture for data collection, model training, data inference and actions/feedback for the NG-RAN and UEs. The NG-RAN AI/ML framework is also accompanied by three RAN-related use cases. 

The study aims at studying the following aspects:
 -
The applicability of existing security mechanisms for the NG-RAN AI/ML framework.
-
Whether user privacy issues exist for the selected use cases in the related RAN group studies, not disrupting the current system designs. Use cases not selected in AI/ML for NG RAN by RAN groups are out of scope of this study. The need for alignment with the study of privacy of identifiers over radio access would also be assessed. 

-
Security aspects of the RAN use cases from the point of view of AI/ML robustness in the face of AI/ML adversaries in AI/ML for NG-RAN.


*** 2nd CHANGE ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[XX]
3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC"

*** END OF CHANGES ***

