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1
Decision/action requested

It is requested to approve the new key issue for 3GPP TR 33.858 V0.0.0.
2
References

 [1]

3GPP TS 33.501 V17.6.0 Security architecture and procedures for 5G system (Release 17)
3
Rationale

In 3GPP TS 33.501 [1], both untrusted non-3GPP access and trusted non-3GPP access supported in public networks.
This key issue progresses the study on secure non-3GPP access support for NPN.
4
Detailed proposal

It is proposed to introduce the following key issue to clause 5 of 3GPP TR 33. 858 v0.0.0.
*************** Start of the Change ****************

5
Key issues

5.X
Key issue #X: < Support for secure non-3GPP access for NPN >
5.X.1
Key issue details 

It is stated in the  that "•
Support for non-3GPP access for SNPN. Study if existing security mechanisms for enabling non-3GPP access in a PLMN can be reused for enabling non-3GPP access in an SNPN or if new security mechanisms are needed ".
The NPN may leverage an external AAA server to authenticate UE, which is different from the public network. How to enable trusted and untrusted non-access in NPN is unclear. The parameters that needs to be provided to the NPN to support UE authenticate are unclear when UE registers to NPN via non-3GPP access.   
Therefore, a study is required to support for secure non-3GPP access of NPN.
5.X.2
Threats
UE cannot be authenticated when it is registered via non-3GPP acces.
5.X.3
Potential security requirements 
NPN needs to support UE authentication when UE registers to NPN via trusted and untrusted non-3GPP access type.
*************** End of the Change ****************

