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1
Decision/action requested

It is requested to approve the new key issue for 3GPP TR 33.858 V0.0.0.
2
References

 [1]

3GPP TS 33.501 V17.6.0 Security architecture and procedures for 5G system (Release 17)
3
Rationale

In 3GPP TS 33.501 [1], to enhance the home control, it is stated that "The AUSF shall inform UDM about the result and time of an authentication procedure with a UE using a Nudm_UEAuthentication_ResultConfirmation Request. This shall include the SUPI, a timestamp of the authentication, the authentication type (e.g. EAP method or 5G-AKA), and the serving network name. "

This key issue progresses the study on how to enhance home control in NPN scenarios.
4
Detailed proposal

It is proposed to introduce the following key issue to clause 5 of 3GPP TR 33. 858 v0.0.0.
*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
3GPP TS 33.501 V17.6.0: "Security architecture and procedures for 5G system (Release 17) "

*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

5
Key issues

5.X
Key issue #X: < Home control enhancement for NPN >
5.X.1
Key issue details 

In NPN scenarios, UE is authenticated by multiple authentication mechainisms, which includes EAP-AKA’, 5G-AKA, and other EAP-based authentication mechanisms. 
The following figure is captured in 3GPP TS 33.501[x].  The step 11 to step 13 show how AUSF informs UDM about the authentication status.
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 Figure: 5.X.1-X: Primary authentication with external domain
For both 5G AKA and EAP-AKA’ authentication mechanisms, after the UE authentication process, the AUSF can confirm the serving network name that is utilized by UE to derive keys like KAUSF, KSEAF.  The confirmation of serving network name and UE identity is combined. And the AUSF can send the confirmed serving network name of UE to UDM via Nudm_UEAU_ResultConfirmation service operation. This enhances the home control of public networks.
However, in NPN scenarios, all EAP-based authentication mechanisms can be employed to authenticate UE. And these EAP-based authentication mechanisms except EAP-AKA’ only authenticate the identity of UE rather than the serving network name of UE. The successful authentication of UE identity cannot indicate the confirmation of serving network name that is utilized by UE to derive keys.  Therefore, in the Figure 5.X.1-X, UDM cannot obtain the confirmed serving network name. 

Hence, how to enhance home control in NPN scenarios needs to be studied.
5.X.2
Threats
Without home control enhancement in NPN, fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM that are not actually present in the visited network are hard to prevent.
5.X.3
Potential security requirements 
In NPN scenarios, home network of UE should be able to confirm the serving network name that is utilized by the UE.
*************** End of 2nd Change ****************
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