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1
Decision/action requested

This contribution proposes to add a new key issue in the FS_5G_ProSe_Ph2 study TR33.740
2
References

[1]
3GPP TR 23.752 v17.0.0: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)"
[2]
3GPP TS 33.503 v0.4.0: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
3
Rationale
As per TR 23.752 [1], the source Remote UE can directly establish a PC5 connection with the target Remote UE, and also can communicate indirectly with the target Remote UE via UE-to-UE Relay. The UE-to-UE Relay is a UE registered to the 5GS and authorized to provide Prose UE-to-UE relay service to UEs. In order to provide UE-to-UE relay service to Remote UEs, the UE-to-UE Relay needs to establish a UE-to-UE PC5 connection with the source Remote UE and the target Remote UE.

In the current version of TS 33.503 [2], security for direct PC5 link establishment and for UE-to-Network PC5 link establishment are specified. However, it should be studied how to accommodate such procedures to the UE-to-UE relay scenario.
In the UE-to-UE relay scenario, two options (Layer-2 UE-to-UE Relay and Layer-3 UE-to-UE Relay) are under consideration. The Layer-2 UE-to-UE Relay simply forwards the PC5 message without exposing the raw data. The Layer-3 UE-to-UE Relay transforms the PC5 PDCP message from the source Remote UE into another PC5 PDCP message to be sent to the target Remote UE. Consequently, the security threats and security requirements for establishing UE-to-UE PC5 connection via the Layer-2 UE-to-UE Relay and the Layer-3 UE-to-UE Relay are different.

For Layer-2 UE-to-UE Relay, full security of PC5 one-to-one communication between the source Remote UE and the target Remote UE can be ensured. The peer Remote UEs need to exchange their security materials and associate the end-to-end PC5 keys with the assistance of Layer-2 UE-to-UE Relay.
For Layer-3 UE-to-UE Relay, full security of PC5 one-to-one communication between the source Remote UE and the target Remote UE cannot be established. The full security of a UE-to-UE PC5 link depends on the security of two separate PC5 links, i.e. the link between the source Remote UE and UE-to-UE Relay and the link between UE-to-UE Relay and target Remote UE. The questions are then raised on how to securely establish these two separate links.

Both options described above require a secure UE-to-UE PC5 link between the source Remote UE and the target Remote UE. It is necessary to study how to establish UE-to-UE PC5 link securely (e.g., authentication and security context establishment) for both options.

Therefore, a new key issue is proposed in this pCR to study this aspect with threat analysis and potential requirements.  
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 23.752: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) ".

[y]
3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".

*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X: Security of UE-to-UE Relay Communication

5.X.1
Key issue details

As per TR 23.752 [x], the source Remote UE can directly establish a PC5 connection with the target Remote UE, and also can communicate indirectly with the target Remote UE via UE-to-UE Relay. The UE-to-UE Relay is a UE registered to the 5GS and authorized to provide Prose UE-to-UE relay service to UEs. In order to provide UE-to-UE relay service to Remote UEs, the UE-to-UE Relay needs to establish a UE-to-UE PC5 connection with the source Remote UE and the target Remote UE.

In TS 33.503 [y], security for direct PC5 link establishment and for UE-to-Network PC5 link establishment are specified. However, it should be studied how to accommodate such procedures to the UE-to-UE relay scenario.
In the UE-to-UE relay scenario, two options (Layer-2 UE-to-UE Relay and Layer-3 UE-to-UE Relay) are under consideration. The Layer-2 UE-to-UE Relay simply forwards the PC5 message without exposing the raw data. The Layer-3 UE-to-UE Relay transforms the PC5 PDCP message from the source Remote UE into another PC5 PDCP message to be sent to the target Remote UE. Consequently, the security threats and security requirements for establishing UE-to-UE PC5 connection via the Layer-2 UE-to-UE Relay and the Layer-3 UE-to-UE Relay are different.

For Layer-2 UE-to-UE Relay, full security of PC5 one-to-one communication between the source Remote UE and the target Remote UE can be ensured. The peer Remote UEs need to exchange their security materials and associate the end-to-end PC5 keys with the assistance of Layer-2 UE-to-UE Relay.
For Layer-3 UE-to-UE Relay, full security of PC5 one-to-one communication between the source Remote UE and the target Remote UE cannot be established. The full security of a UE-to-UE PC5 link depends on the security of two separate PC5 links, i.e. the link between the source Remote UE and UE-to-UE Relay and the link between UE-to-UE Relay and target Remote UE. The questions are then raised on how to securely establish these two separate links.

Both options described above require a secure UE-to-UE PC5 link between the source Remote UE and the target Remote UE. It is necessary to study how to establish UE-to-UE PC5 link securely (e.g., authentication and security context establishment) for both options.

5.X.2
Security threats
Lack of security during UE-to-UE relay communication establishment may cause DoS attacks against the Remote UEs.

Lack of security during UE-to-UE relay communication establishment may allow MitM attack where an attacker can eavesdrop, modify, remove, or inject messages into the data exchanged by the Remote UEs. 

Failure to protect integrity and confidentiality of information exchanged between the Remote UE and UE-to-UE Relay will allow various attacks on the UE-to-UE relay. If the UE-to-UE Relay is compromised, the protection (i.e., the integrity and confidentiality) of information between the Remote UEs is lost.
5.X.3
Potential security requirements

The system should support a secure means to establish UE-to-UE relay communication between the source Remote UE and the target Remote UE.
Confidentiality protection, integrity protection and replay protection should be supported between the source Remote UE and the target Remote UE communicating via a UE-to-UE relay.
*************** End of the Change ****************
