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1
Decision/action requested

This contribution proposes to add a new key issue in the FS_NG_RTC_SEC study TR33.890
2
References

 [1]
3GPP TS 23.700-87 v0.3.1: "Study on system architecture enhancement for next generation real time communication"
3
Rationale
The 5G system is expected to support advanced capabilities and performance of enhanced IMS multimedia telephony service to meet new demands from consumers, business customers and vertical markets. One of the new capabilities is that the enhanced IMS architecture and functions shall support the trusted third party to use the multimedia telephony service. 

TR 23.700-87 [1], key issue #3 describes the issue on the support of third party specific user identities, i.e.

-
Study and if needed, define a mechanism how the serving IMS network can authorize a third party, and how the authorized third parties can verify whether a third party user is allowed to use third-party specific identities to initiate a call.

NOTE:
Security related aspects should be studied by SA WG3.
From the security point of view, whether the UE can initiate/terminate an IMS call with a Third Party Specific ID should be assured by the enhanced IMS architecture. If the originating party or the terminating party are unauthorized third party UEs, they may arbitrarily initiate/terminate an IMS call, which will invalidate the charging mechanism. It is necessary to study how the enhanced IMS network coordinates with the third party network and check the authorization information of the third party user.
Therefore, a new key issue is proposed in this pCR to study this aspect with threat analysis and potential requirements.  
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 23.700-87: “Study on system architecture enhancement for next generation real time communication”
*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X:  Authorization for Third Party Specific User ID Usage
5.X.1
Key issue details

The 5G system is expected to support advanced capabilities and performance of enhanced IMS multimedia telephony service to meet new demands from consumers, business customers and vertical markets. One of the new capabilities is that the enhanced IMS architecture and functions shall support the trusted third party to use the multimedia telephony service. 

TR 23.700-87 [x], key issue #3 describes the issue on the support of third party specific user identities, i.e.

-
Study and if needed, define a mechanism how the serving IMS network can authorize a third party, and how the authorized third parties can verify whether a third party user is allowed to use third-party specific identities to initiate a call.

NOTE:
Security related aspects should be studied by SA WG3.
From the security point of view, whether the UE can initiate/terminate an IMS call with a Third Party Specific ID should be assured by the enhanced IMS architecture. If the originating party or the terminating party are unauthorized third party UEs, they may arbitrarily initiate/terminate an IMS call, which will invalidate the charging mechanism. It is necessary to study how the enhanced IMS network coordinates with the third party network and check the authorization information of the third party user.
5.X.2
Security threats

If the authorization for third party specific ID usage is not supported, an unauthorized IMS UE may act as the originating UE or terminating UE, and arbitrarily consume the IMS services, which may invalidate the charging mechanism.
If the authorization for third party specific ID usage is not supported, an unauthorized IMS UE may act as the originating UE and initiate the crank call, which may negatively impact the terminating UE.

If the authorization for the third party specific ID usage is not supported, a number of unauthorized IMS UE may act as the originating UEs and launch the DoS attack by arbitrarily initiating the IMS call, which may drain the resource of the enhanced IMS network.
5.X.3
Potential security requirements

The system should be able to store the authorization information and determine whether the IMS UE is authorized to use the third party specific ID and initiate/terminate an IMS call.

The enhanced IMS network should be able to coordinate with the third party network and check the authorization information of the third party user.
The system should support authorization of the UE with a third party specific ID as an originating UE or terminating UE in the enhanced IMS service.
*************** End of the Change ****************
