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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution to be added in TR 33.896.
2
References

[1]
SP-220537
New SID on Security aspects on User Consent for 3GPP Services Phase 2
[2]
S3-221400
Skeleton of UC3S_Ph2
[3]
S3-221544
33.896: New Key Issue on NTN Specific User Consent
3
Rationale

The SID on Security aspects on User Consent for 3GPP Services Phase 2 [1] was approved at SA#96e. The skeleton of the Technical Report for the study (TR 33.896) is proposed in S3-221400 [2]. Among the objectives of this study in SP-220537 [1], user consent in NTN scenario is one of the issues to be investigated. The key issue on NTN specific user consent is proposed in S3-22xxxx [3] which analysed the threats and identified the potential security requirements. Accordingly, this pCR proposes a new solution to address the key issue proposed in S3-221544 [3].
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]

3GPP TS 33.501: "Service requirements for the 5G system".
*************** Start of the 2nd Change ****************

6.Y
Solution #Y: 
6.Y.1
Introduction


This solution addresses the Key Issue #X on NTN specific user consent. It intends to address the requirements in non-mobility case in KI#X.

In NTN use case, the network function requiring user consent is the NG-RAN/NTN-GW, which needs to obtain user consent for configuring the UE to report its GNSS-based information and processing the UE location information. By referring to TS 33.501 [x] Annex V, the NG-RAN/NTN-GW is the enforcement point for user consent which shall not perform the related operation unless user consent is granted. 

According to TS 33.501 [x] Annex V.2, the parameters indicating user consent preference are stored in the UDM as subscription data, which can be retrieved via UDM service for network function to check whether user consent is granted for the requested operation or not. Specifically for NTN use case, it is proposed that user consent preference for a UE can be stored in a UE NTN privacy profile as part of UE subscription data in the UDM/UDR. The user consent preference within the UE NTN privacy profile can be used to indicate whether the configuration on the UE performed by the NG-RAN/NTN-GW is allowed or disallowed. 
6.Y.2
Solution details

Given that the use of user consent information at the NG-RAN could allow its enforcement at the earliest RAN convenience as indicated by RAN WG3, it is proposed that the user consent information shall be provisioned by the UDM at the earliest possibility to the AMF, i.e. during Registration procedure, which could be “initial registration”, “periodic registration update” or “mobility registration update” procedure, etc. The AMF can store the received user consent preference in the UE context, which further provisions the user consent preference to the NG-RAN.
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Figure 6.Y.2-x: UE Configuration based on User Consent at the NG-RAN in Non-mobility Case
1.
The UE sends the Registration Request to the NG-RAN (gNB or NTN-GW) including its SUCI or 5G-GUTI.

2.
The NG-RAN selects an AMF for the UE and sends to the AMF a N2 message (e.g. Initial UE Message) containing N2 parameters in addition to the Registration Request. The N2 message also includes a UE Context Request indicating that the user consent preference on UE location information for NTN access is needed or to be updated. 

3.
Based on the N2 message from the NG-RAN, the AMF determines that the RAT type is NTN access. If the received N2 message contains a UE Context Request requesting the user consent preference, the AMF checks whether its stored UE context already contains the user consent preference of the UE for NTN access by checking against the SUCI or 5G-GUTI. If the user consent preference of the UE is not available in the UE context or the validity timer for user consent preference has expired, the AMF proceeds to step 4. Otherwise, the AMF proceeds to step 8.

4.
The AMF sends a Nudm_SDM_Get request to the UDM for retrieving the user consent preference on UE location information for NTN access from the UE’s subscription data.

5.
After receiving the Nudm_SDM_Get request, the UDM checks with the UDR for the user consent preference on location information for NTN access, probably within the NTN privacy profile of the UE’s subscription data, against the SUPI of the UE. 

6.
The UDM sends a Nudm_SDM_Get response to the AMF containing the user consent preference on UE location information for NTN access.

7.
After receiving the Nudm_SDM_Get response, the AMF stores the user consent preference in the UE context, or replaces its stored user consent preference with the one received from the UDM. The user consent preference indicates whether it is granted or not for the UE to report its location information. The user consent preference may also have different conditions, which may indicate whether a specific NG-RAN is allowed to obtain UE’s location information or not, which specific area the consent is granted, which time window the consent is granted, etc. If the AMF is able to determine whether or not the user consent can be granted to the NG-RAN based on e.g. NG-RAN ID, the AMF sends the user consent result (e.g. “granted” or “not granted”) to the NG-RAN. If the AMF is not able to determine the user consent result (e.g. the use consent is time specific), it forwards the user consent preference to the NG-RAN.

8.
The AMF sends a N2 message (e.g. Initial Context Setup Request) to the NG-RAN, which includes user consent result or user consent preference for NTN access in addition to the Registration Accept.

9.
After receiving the N2 message, the NG-RAN stores the user consent result or user consent preference in its UE context. Based on the received user consent result/preference, the NG-RAN determines how to enforce the user consent with proper configuration on the UE. 

10.
The NG-RAN sends the RRCReconfiguration message (including Registration Accept and location configuration info) to the UE. If the user consent is granted for location reporting, the NG-RAN sends the configuration for the UE to report its location (e.g. via includeCommonLocationInfo in the reportConfig); if the use consent is not granted for location reporting, the NG-RAN does not send such configuration.

11.
The UE sends the RRCReconfigurationComplete message to the NG-RAN.

12.
The NG-RAN sends a N2 message (e.g. Initial Context Setup Response) to the AMF.

13.
The UE sends the Registration Complete message to the NG-RAN.
*************** End of the Changes ****************
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