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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue to be added in TR 33.896.
2
References

[1]
SP-220537
New SID on Security aspects on User Consent for 3GPP Services Phase 2
[2]
S3-221400
Skeleton of UC3S_Ph2
3
Rationale

The SID on Security aspects on User Consent for 3GPP Services Phase 2 [1] was approved at SA#96e. The skeleton of the Technical Report for the study (TR 33.896) is proposed in S3-221400 [2]. Among the objectives of this study in SP-220537 [1], user consent in NTN scenario is one of the issues to be investigated. Accordingly, this pCR proposes a new key issue on NTN specific user consent based on the skeleton of TR 33.896.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key issue #X: User Consent for NTN
5.X.1
Key issue details 

In NTN use case according to RAN WG2, after AS security is established, the gNB/NTN-GW needs to obtain the GNSS-based location information from the UE using an existing signalling method, i.e., by configuring includeCommonLocationInfo in the corresponding reportConfig. However, depending on the local jurisdiction and its regulations, user consent may be needed before gNB/NTN-GW can configure the UE to report the UE location information.
5.X.2
Security threats

In case the regional regulation requires user consent for disclosing user’s location, if the gNB/NTN-GW does not have the user consent and configures the UE to report its location information, the UE location information will be sent to the gNB/NTN-GW without user consent. This means the regional regulation and the privacy of the user who is using the UE are violated.

User consent could be conditional in some cases. For example, the user of the UE allows that the UE location information can be disclosed in one area (e.g. a public place) but cannot be disclose in another area (e.g. home community), or the user of the UE allows that the UE location information can be disclosed in one time window (e.g. daytime) but cannot be disclose in another time window (e.g. night). If the conditions are not checked and enforced by the network before the user consent is granted for configuring the UE to report its location information (e.g. user consent is granted except in the area in which the gNB/NTN-GW is deployed), the UE location information may be sent to a gNB/NTN-GW deployed in a disallowed area. This means the regional regulation and the privacy of the user who is using the UE are violated.
When the UE is moving from the source cell to the target cell, or from the source serving network to the target serving network, if the target gNB/NTN-GW cannot obtain the user consent or obtains an inapplicable user consent before configuring the UE to report its location information, the UE location information will be sent to the target gNB/NTN-GW without user consent or sent to a target gNB/NTN-GW deployed in a disallowed area. Then the regional regulation and the privacy of the user who is using the UE are violated.
5.X.3
Potential security requirements 
The 5G system should be able to support the NG-RAN in NTN to obtain user consent before it configures the UE to report its location information.

The 5G system should be able to ensure that conditional user consent is handled correctly for meeting the conditions, before the NG-RAN in NTN configures the UE to report its location information.
The 5G system should be able to support that the NTN specific user consent is correctly handled when the UE is in mobility.

*************** End of the Changes ****************
