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1
Decision/action requested

This contribution proposes to add security threats and requirements for KI#1 on support for AKMA roaming scenario in TR 33.737.
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Rationale.
This contribution proposes to add security threats and requirements to key issue #1, Support for AKMA roaming scenario in TR 33.737.    
4
Detailed proposal

*****Start of Change*****
5.1
Key Issue #1: Support for AKMA roaming scenario  

5.1.1
Issue details
The AKMA architecture, AKMA procedure and key generation are specified in 33.535[2]. The key issue is to study the following two scenarios in AKMA: 

- If UE is in VPLMN and trying to access the VPLMN AF, then procedures to support such a usecase, with the LI requirement addressed. 
- If UE is in VPLMN and trying to access the HPLMN AF, then procedures to support such a usecase, with the LI requirement addressed.

5.1.2
Security Threats
 The AKMA functionality has currently been restricted as an HPLMN only functionality. i.e., AKMA is not available when user is roaming, if the AF in the serving network does not have a secure access to the AAnF in the HPLMN, which can cause a service interruption. Based on the above key issue details, it is difficult to have service level agreement with all operators in the network and it restricts adoption of AKMA for roaming scenarios.

The user can establish an encrypted tunnel with HPLMN when the user is roaming. i.e., a user can connect to a server outside of VPLMN, communicate with it using keys negotiated with its HPLMN, and VPLMN is not aware of this communication, as it does not have keys that were used to protect the communication over Ua* interface. 
5.1.3
Potential security requirements

The visited network shall have access to the AKMA keys of the inbound roaming UEs.

The visited network shall support a mechanism for communication between the visited AF and the subscriber's home AAnF.
*****End of Change*****
