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1
Decision/action requested

This pCR updates ‘clause 4 Architectural and security assumptions’ of TR 33.894 skeleton to include security assumptions related to Zero Trust principles.
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Rationale

SA3 Rel.18, ‘New Study on applicability of the Zero Trust Security principles in mobile networks’ was approved as SP-220674 in the last TSG SA#96e which was held during 7-10 June 2022. 
Zero Trust principles mainly rely on the key security assumption that any network should not assume implicit trust of the involved entities or functions, and always explicit trust need to be evaluated and relied upon. The security assumptions related to Zero trust principlehas been summarized from [2] and [3].

1. According to NIST [2], ‘Zero trust security models assume that an attacker is present in the environment and that an enterprise-owned environment is no different—or no more trustworthy—than any nonenterprise-owned environment.’. Further, ‘Zero trust is a cybersecurity paradigm focused on resource protection and the premise that trust is never granted implicitly but must be continually evaluated’.
2. According to National Security Agency [3], ‘Zero Trust is a security model, a set of system design principles, and a coordinated cybersecurity and system management strategy based on an acknowledgement that threats exist both inside and outside traditional network boundaries. The Zero Trust security model eliminates implicit trust in any one element, node, or service and instead requires continuous verification of the operational picture via real-time information fed from multiple sources to determine access and other system responses.’, Further it adds, ‘Zero Trust embeds comprehensive security monitoring; granular, dynamic, and risk-based access controls; and system security automation in a coordinated manner throughout all aspects of the infrastructure in order to focus specifically on protecting critical assets (data) in real-time within a dynamic threat environment.’.
Therefore, this pCR propose to add basic security assumption(s) related to Zero Trust principles in the study.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
4
Architectural and security assumptions

The Zero Trust principles discussed in this study have the following security assumption(s) which applies to the core network architecture specified by TS 23.501 (i.e., control plane functions and user plane functions in the core network):

· The trust needs to be continuously evaluated (i.e., in real-time or dynamically) using a network function in the core network by performing security monitoring and evaluating the security posture of the network functions. 

*****Start of Change 2*****
