3GPP TSG-SA3 Meeting #107e AdHoc 
S3-221515
e-meeting, 27 June - 1 July 2022
Source:
Qualcomm Incorporated
Title:
Solution using UDM to trigger authentication 
Document for:
Approval

Agenda Item:
5.7
1
Decision/action requested

This contribution contains a solution for triggering authentication by the UDM.
2
References

[1]
TR 33.741 v0.1.0 (S3-221264) 
3
Rationale

This contribution contains a solution to provide triggering of authentication using the UDM.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in [1].
**** START OF CHANGES ****
6.Y
Solution #Y: Using the UDM to start home triggered authentications 

6.Y.1
Introduction

This solution addresses KI#1 and KI#2. 

6.Y.2
Solution details

This solution uses the UDM to trigger an authentication with the possibility of an NF requesting the UDM to trigger the authentication. Having the UDM as a single point of control to trigger authentications allows the amount of home triggered authentications to be controlled, e.g. the UDM can reject request for a new authentication from the AKMA function if there has been a suitably fresh authentication. 

[image: image1.emf]UE

AMF/

SEAF

UDM NF

Step 0: UE registers at an AMF

Step 1: NF requests an 

authentication of the UE

Step 2: UDM requests an 

authentication of the UE

Step 3: AMF/SEAF 

acknowledges the request 

Step 4: UDM acknowledges 

the request 

Step 5: AMF/SEAF triggers an authentication of 

the UE using existing procedures


Figure 6.Y.2-1: UDM triggered authentications

The home triggered authentication proceeds as follow:

Step 0: The UE is currently registered to either a 3GPP or non-3GPP access.

Step 1: An NF decides that a home triggered authentication is necessary and sends a request to the UDM including either the GPSI or SUPI of the UE (depending on what is available to the NF) to trigger an authentication for that UE. 
NOTE 1: Step 1 is not needed in the case that the UDM unilaterally decides that a home triggered authentication is needed. 
Step 2: If the UDM agrees to the request from the NF or decides on its own that a home triggered authentication is needed, the UDM selects an AMF that the UE is registered to and sends a request to the AMF/SEAF including the SUPI to trigger an authentication for that UE.

NOTE 2: It is left up to implementation which AMF is selected if the UE is registered to more than one. It is also left to the UDM implementation whether to try the second AMF if the request to the first one fails. 
Step 3: If the AMF/SEAF agrees to run an authentication, then AMF/SEAF the acknowledges the request from the UDM.

Step 4: If the UDM triggered the authentication due to a request from an NF, then the UDM responds to the NF with an acknowledgement. 
NOTE 3: Another possibility is to delay the responses to after a successful authentication but the UDM will get such an acknowledgement from the existing procedures.
Step 5: The AMF/SEAF starts an authentication using existing procedures as described in clause 6.1.2 of TS 33.501 [3]. 
6.Y.3
Evaluation

Editor’s Note: Evaluation is FFS.

**** END OF CHANGES ****
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