3GPP TSG-SA3 Meeting #107-e Ad Hoc 
S3-221500
e-meeting, 27 June – 1 July 2022                                                                      
Source:
Nokia, Nokia Shanghai Bell
Title:
Key issue on determining and maintaining trust indication in 5G Core
Document for:
Approval

Agenda Item:
5.21
1
Decision/action requested

It is requested to approve the new Key issue for FS_ZTS
2
References

[1] NIST Special Publication 800-207, ‘Zero Trust Architecture’, August 2020.

3
Rationale

In the last SA plenary meeting, SID SP-220674 was approved with three main objectives. The second objective addresses the analysis of security mechanisms for enabling trust evaluation and ensuring trust in 5G core. The third objective goes further aiming to provide recommendations for support of additional Zero Trust principles in 5GS security architecture. This key issue describes the aspects of determinining and maintaining a trust indication per Network Function to enable the trust evaluation of the 5G Core.  
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Determining and maintaining trust indication in 5G Core

5.x.1
Issue details
Current solutions on detection of anomalous NF behavior typically provide information just about an instantaneous issue with the NF, i.e., the analytics entity for anomaly detection will provide a notification when it detects an abnormal behavior for a particular NF instance (for example, excessive resource usage or consistent failure to provide its service). However, in that notification there is no indication on the level of broader and/or longer-term trust, i.e., whether the NF may be considered trustable based on historical statistics and predictions regarding its potential abnormal behavior, as well as on security and risk considerations. Furthermore, currently the 5GS does not provide the means for maintaining such trust indication and utilizing it in the most efficient way. 

There are multiple use cases where NF trust score, and/or the indication of the trust of a set of NFs, is needed within a single operator network as well as across multiple operators’ networks, e.g.:

· Using trust score in Federated Learning during the selection process of the NFs as distributed nodes by the FL aggregator to participate in the training of the models.  

· Using trust score of PLMNs/NPN to restrict access to services and filter out traffic. 

The network may benefit from the contionous monitoring of the trust score/indicator of the VPLMNs or NPNs, by using this trust score/indicator to prioritise or deprioritise the PLMN list or NPN list configuration. Other benefits are modifying accordingly the service level agreements and/or adopting dynamically security measures to cope with the risk introduced by lowering the trust score/indicator. 
5.x.2
Security Threats
Based on the examples of use cases provided above corresponding security threats are identified:

If the (root) FL Aggregator does not consider the trust score of a NF when selecting it in the training process, it may result in a compromised and degradated FL model performance due to direct or indirect attacks by the malicious/untrusted NF participating in the training process.

In roaming and interconnection, without continuous trust indications on the selected VPLMN or NPN, the users can be easily redirected to low trusted networks, eventually compromised, becoming a threat vector for the HPLMN / CH network. 
5.x.3
Potential security requirements
The 5G core system should provide the mechanisms to determine and maintain a trust score/indication per Network function.

************ END OF CHANGES ************

