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1
Decision/action requested

Approve the pCR to TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on application enablement aspects for subscriber-aware northbound API access".
[2]
3GPP TS 22.261: "Service requirements for the 5G system".
[3]
SP-220094: "Study on application enablement aspects for subscriber-aware northbound API access".

3
Rationale

One of the objectives of the study on SNAAPP security is to address the security aspects of UE originated API invocation. Corresponding stage 1 requirement, in TS 22.261 [2] clause 6.10.2, states that “provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE”. From this requirement, it is understood that the applications running on the UE are not visible to 3GPP system and the UE needs to be authenticated and authorized. Also, SA6 SID [3] states that “Note that the UE triggering the API invocation (hereinafter referred to as the triggering UE) may be different from the UE whose service experience gets affected by the API invocation (hereinafter referred to as the resource owner)”, so authentication and authorization of the invoker UE is also important to secure service experience of the target UE. This contribution proposes a new key issue to study possible mechanisms for the invoker UE authentication and authorization for the UE originated API invocation.
4
Detailed proposal

Approve the following changes to TR 33.884 [1].
*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[XX]
3GPP TS 22.261: "Service requirements for the 5G system".
*** End of 1st Change ***
*** Start of 2nd Change ***
5.X
Key Issue #X: Authentication and authorization of UE in UE originated API invocation

5.X.1
Key issue details

One of the objectives of the study on SNAAPP security is to address the security aspects of UE originated API invocation. Corresponding stage 1 requirement, in TS 22.261 [XX] clause 6.10.2, states that “provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE”. From this requirement, it is understood that the applications running on the UE are not visible to 3GPP system and the UE needs to be authenticated and authorized. 

In addition to authentication and authorization of the invoker UE, the communication needs to be secured.

This KI is to investigate the invoker UE authentication and authorization and communication security for the UE originated API invocation procedure. 
5.X.2
Threats

If the API invoker UE is not authenticated and authorized, then unauthorized entities can impersonate authorized entities to learn sensitive data about the target UE from the 3GPP network or to affect service experience of the target UE negatively.

If the communication is not secured, then sensitive information leakage to unauthorized entities can be possible or the data in transfer can be altered so that the target UE is negatively affected. 
5.X.3
Potential security requirements
The API invoker UE shall be authenticated and authorized, and the communication shall be protected against confidentiality, integrity and replay attacks.

*** End of 2nd Change ***
