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1
Decision/action requested

This contribution discusses the AKMA roaming architecture, it is proposed to endorese this contribution as the basic agreement for further work related to AKMA roaming aspects.
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3
Rationale

As per key issue #1 in TR 33.737[1], the following two scenarios and requirements are listed to be studied.

- Scenario 1: If UE is in VPLMN and trying to access the HPLMN AF, then procedures to support such a usecase, with the LI requirement addressed.
- Scenario 2: If UE is in VPLMN and trying to access the VPLMN AF, then procedures to support such a usecase, with the LI requirement addressed. 
3.1 Architecture analysis

In this discussion paper, we first analyze the architecture perspective for these scenarios before we analyze the compliance of the LI requirements.
For scenario 1, based on TS 23.501, the network architecture should be as follows.
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For the home routed case:
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Based on the procedures specified in TS 33.535, UE communicates with the AF via user plane, in the home routed case, the roaming UE connects to the hUPF via the vUPF, and the hUPF connects to the AF located in the HPLMN via the DN/Internet.

The AF in this case in the HPMN connects to the AAnF (or via NEF) in the HPLMN based on SBA.
For the local breakour case:[image: image4.wmf]AAnF
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Based on the procedures specified in TS 33.535, UE communicates with the AF via user plane, in the local breakout case, the roaming UE connects to the UPF in VPLMN which connects to the AF located in the HPLMN via the DN/Internet.

The AF in this case in the HPMN connects to the AAnF (or via NEF) in the HPLMN based on SBA.

Observation 1: For the Scenario of UE in VPLMN trying to access the HPLMN AF, the network topology is clear as depicted above. There is no requirement for AKMA architecture enhancement in this case.
For scenario 2, the network architecture is as follows.

Note that VPLMN may not deploy AKMA thus may not have a local AAnF. The following architecture assumes there is no AAnF deployed in VPLMN.

UE communicates with the AF via user plane at the VPLMN. For the connection between the AF at the VPLMN and AAnF at the HPLMN, there could be two connection modes.
Mode 1: The AF in VPLMN connects to the AAnF in HPLMN via SEPPs, this is an interconnection case. Specifically, if the AF is an external AF, it contacts the NEF in VPLMN first, and connects to the AAnF in HPLMN via SEPPs. If the AF is an internal AF, it connects to the AAnF in HPLMN via SEPPs directly. The AF locates the hAAnF with the help of NRF for AAnF discovery.

[image: image7.wmf]AAnF

Naanf

UE

(

R

)

AN

UPF

DN

N

3

N

6

AUSF

VPLMN

HPLMN

NEF

vSEPP

hSEPP

N

3

2

UDM

AF

Naf

Nnef

NEF

Nnef


Mode 2: The AF in VPLMN connects to the NEF in HPLMN via the Internet. The AF in VPLMN is deemed as an external application server outside the HPLMN’s trust domain, no matter it’s an internal AF or external AF to the VPLMN, thus it’s connected to the hAAnF via NEF at HPLMN. The AF locates the NEF at the HPLMN based on the service agreement where the address of the NEF is configured locally in the AF.
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Based on the understanding that AKMA is a HPLMN provided service, it’s more reasonable that AF in this case is connected to the hAAnF based on the service agreement established between the home operator and the AF, which is mode 2.
Observation 2: For the Scenario of UE in VPLMN trying to access the VPLMN AF, the network topology is preferred as mode 2 above, that is the VPLMN AF communicates with the hAAnF via the NEF at the HPLMN, based on the service agreement between the AF and the home operator. 
Observation 3: based on Observation 2, there is no requirement for AKMA architecture enhancement in this case. We only need to specify that the AF located in VPLMN in this case should have service agreemwnt with the HPLMN and connects to the home AAnF via the home NEF.
Note that with the above observations, even if the VPLMN deploys AKMA, namely, there exists an AAnF in the VPLMN, the vAAnF service its own subscribers belong to its own PLMN. There is no need to involve vAAnF for the above analyzed cases.

3.2 LI compliance analysis
As per S3i200477/S3-202848, the LI requirements that affect AKMA are given. SA3 was aked to take the mentioned information into account, ensuring that the AKMA solution, when used, complies with regulatory requirements.  SA3-LI also invited to a dialogue on the way forward to divide responsibility between SA3 and SA3-LI in developing the necessary LI support. SA3-LI pointed out the following requirement from TS 33.126:
R6.4 – 175  
CSP provided cryptographic parameters in roaming – When a home CSP’s subscriber is roaming, independently of whether or not the subscriber is an LI Target in the VPLMN, the home CSP shall provide to the visited CSP the means to decrypt user services which are encrypted between the ME and an entity outside the visited CSP and using cryptographic parameters established in the home CSP.
It’s understood that the LI requirement applies only for encrypted services. Concretely, if the AKMA provided key is for authentication or intergrity protection, the above mentioned LI requirement does not apply.
For the encrypted services, if the AKMA provided key (Kaf) is not used as encryption keys directly, namely the application derives its own encryption key for user service data based on the Kaf, it is understood that the above LI requirement does not apply as well.

Observation 4: The LI requirement only applies for the encryption service which uses Kaf directly as the encryption key.

From a different perspective, the HPLMN is not able to know how the Kaf is used at the application layer, i.e., whether the Kaf is to be used for encryption, integrity protection or authentication, since it’s the Ua* protocol corresponded. It is the AF decides the usage of the AKMA key. Anyway the AF has the knowledge of the encryption key thus the AF at the VPLMN could be targeted for LI purpose.
Observation 5: The AF at the VPLMN is able to meet the LI requirements.
4
Detailed proposal

1. For the Scenario of UE in VPLMN trying to access the HPLMN AF, there is no requirement for AKMA architecture enhancement in this case. The network topology could be depicted in the specification for clarification.
2. For the Scenario of UE in VPLMN trying to access the VPLMN AF, it is proposed that the VPLMN AF communicates with the hAAnF via the NEF at the HPLMN, based on the service agreement between the AF and the home operator.

3. Based on 2, there is no requirement for AKMA architecture enhancement in this case. We only need to specify that the AF located in VPLMN in this case should have service agreemwnt with the HPLMN and connects to the home AAnF via the home NEF.

4. It is proposed to send an LS to SA3-LI to clarify SA3’s understanding based on Observation 4 and Observation 5.
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