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1
Decision/action requested

This contribution proposes to add a new KI on Security for NWDAF-assisted application detection
2
References

[1]

3
Rationale

This contribution proposes to add a new KI on Security for NWDAF-assisted application detection
4
Detailed proposal

It is proposed to approve the following changes in TR 33.738.

***
START OF  CHANGE
***

5.X
Key Issue #X: KI on Security for NWDAF-assisted application detection
5.X.1
Key issue details
As per Key Issue #2 in TR 23.700-81[6], the detection of traffic generated by an application can be performed using the application detection filters in the UPF/SMF and those application detection filters may include Packet Flow Description(s), i.e. PFD(s). Depending on service level agreements between the operator and the Application Service Provider (ASP), the ASP may provide PFD(s) for each application identifier maintained by the ASP.

User plane data need to be utilized by NWDAF to output analysis results while it may include sensitive user privacy information. In this case, if the raw user plane data input to NWDAF without privacy protection process or data masking, it may result in user privacy information leakage or violating privacy related regulation.
5.X.2
Security threats
If there is no security mechanism applied in user plane data before been utilized by NWDAF, the posibility of user data leakage will increase.
If the privacy related information in user plane data has not been processed before been utilized by NWDAF,  the possibility of privacy regulation violation will increase.
5.X.3
Potential security requirements
Privacy protection mechanism should be applied in the user palne data before it has been utilized by NWDAF
***
END OF CHANGE
***


