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1	Decision/action requested
This pCR adds a key issue to TR 33.XYZ,
2	References
[bookmark: _Hlk106008414][1]3GPP TR 23.700-08, ‘Study on enhanced support of Non-Public Networks, Phase 2’.

3	Rationale
The key issue addresses the authentication and authorization aspects of Enabling NPN as a hosting network for providing access to localized services as per key issue #3 #4 #5 in TR 23.700-08 [1]..
Solution #28 in TS 23.700-08 specifically refers to the security aspects related to the type of time-restricted credentials that can be used for access to the hosting network.
SA WG3 may need to check the security aspects e.g. related to the type of time-restricted credentials that can be used.
This aspect actually applies to most of the solutions for access to localized services in TR 23.700-08.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.XYZ

*****Start of Changes*****
[bookmark: _Toc101349989]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[ZZ]	3GPP TR 23.700-08: " Study on enhanced support of Non-Public Networks, Phase 2".

*****Next Changes*****
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc105088937][bookmark: _Hlk106191664]5. X	Key Issue #X: Authentication and Authorization for Localized Services 
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc105088938]5.X.1	Key issue details
[bookmark: _Hlk106141869]The key issue addresses the authentication and authorization aspects of Enabling NPN as a hosting network for providing access to localized services as per key issue #3 #4 #5 in TR 23.700-08 [ZZ].
TR 23.700-08 [ZZ] is studying the capability to provide access to a hosting network and a set of services offered by the hosting network provider and 3rd party service providers, including other network operators and 3rd party application providers. Access to local services by enabling NPN as a hosting NPN or hosting network is being studied, including architectural enhancements for the discovery, selection, and accessing of NPN as a hosting network and receiving localized services, service availability of a hosting network, seamless service continuity for home network services and localized services, UE identification, configuration for such services, network selection, authentication, and authorization procedure for UE and localized services.
In order to access localized services, the UE needs to be authorized and authenticated for such services. In this key issue, procedures for acquiring credentials to access localized services are considered. 
The following needs to be studied (non-exhaustive list):
-	How the UEs can authenticate with the hosting network and access localized services.
-	What type of time-restricted credentials can be used.
-	How to handle revocation of expired time-restricted credentials. 
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc105088939]5.X.2	Threats
Unauthorized access by UEs to the hosting network may cause the resources of the hosting network to be misused or overloaded.
Weak authentication procedures may allow attackers to impersonate the UE towards the hosting network or vice versa.
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc105088940]5.X.3	Potential security requirements
The UE and the hosting network shall authenticate before the UE is granted access to localized services.
The 5GS shall support a procedure allowing a UE to access Localized services via a hosting network securely.
The UE shall be authorized to access localized services. 

*****End of Changes*****

