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1	Decision/action requested
This pCR adds a key issue to TR 33.XYZ, related to the skeleton contribution in S3-220aaa.
2	References
[bookmark: _Hlk106008414][1]	SP-220674, 'New Study on applicability of the Zero Trust Security principles in mobile networks', Rel.18.
3	Rationale
pCR proposes a key issue, that describes the need for continuous and explicit trust evaluation in the 5G core to capture in the TR 33.XYZ related to the approved SID [1].
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.XYZ

*****Start of Changes *****
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc105088937]5.X	Key Issue #X: Secure Trust Evaluation 
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc105088938]5.X.1	Key issue details

The 5G system involves heterogeneous and varied network functions (NF) deployments which may face issues such as the NF may run into errors due to configuration issues, the NF may get exposed to insider threats or cyber-attacks etc., 5GS may be deployed in environments lacking physical security. Lack of physical security places data and workloads at increased risk due to attackers that may gain physical access to computing systems. Such compromised NFs lead to DOS attacks within the operator environment or cloud-service providers from which NF operates. Continuous monitoring of the trust is required in such a highly dynamic environment. 
Preventions for such attacks is also possible since detection and response mechanism must be reliable (resistant to physical attackers). Physically present cyber-attacks (PPCA) may be possible given physical access to logic boards, debugging ports, or other interfaces. PPCA threats typically aim to gain access to data such as encryption keys, intellectual property, or trade secrets. Attackers may perform sophisticated side-channel analysis or install hardware that enables clandestine remote cyber-attacks. Besides the aim of stealing data and keys, other aims (of attackers) include (a) polluting or corrupting data and (b) hijacking control either by compromising the physical integrity of a machine or through rootkits to take over logical (software-based) administrative control of a machine. While rootkit attacks are not limited to edge infrastructure, their greater vulnerability to physical attacks means that devices may be compromised by a disgruntled insider, who may proceed to install a rootkit unobserved. Often such an attacker may only have a limited amount of time or a limited set of credentials for targeting a specific device and, therefore, may plan a narrow attack at the time of physical intrusion (to create a toehold with which to broaden the attack later, covertly).
Early identification of compromised NFs and misbehaving NFs by observing and continuously monitoring their security state, behaviour, and environmental attributes can help apply necessary and relevant mitigation steps and improve the overall security posture.
Solutions or security recommendations to this key issue should study the system's continuous monitoring of the trust. There may be two parts to the continuous trust solutions or recommendation 
Attack or tamper detection
Response Mechanisms

[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc105088939]5.X.2	Security threats
If any NF is under threat or compromised in the core network, a lack of dynamic or continuous trust evaluation will allow the impacted NF to remain unidentified in the network, which may lead to a service failure, data loss/theft, or lateral movement of the attack.
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc105088940]5.X.3	Potential security requirements
The 5GS shall support mechanisms to evaluate and ensure explicit trust in the core network continuously.
The 5GS shall support mechanisms to detect attacks or tampering with the NFs and provide response mechanisms to such attacks.
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