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1	Decision/action requested
This pCR adds a key issue to TR 33.XYZ.
2	References
[bookmark: _Hlk106008414][1]	SP-220674, ‘New Study on applicability of the Zero Trust Security principles in mobile networks’, Rel.18.
3	Rationale
pCR proposes a key issue, that describes the need for protection of NF credentials in the 5G core to capture in the TR 33.XYZ related to the approved SID [1].
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.XYZ.

*****Start of Changes*****
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc105088937]5.X	Key Issue #1: Secure storage and limited access to NF credentials 
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc105088938]5.X.1	Key issue details
5G system involves heterogeneous and varied network functions (NF) deployed in third-party cloud infrastructure (public cloud) or hosted environments in the edge or commercial infrastructure systems. TLS protects NF communications in the 5G Core Network between NFs for SBI or inter-NF communication. A VNF contains private keys for authentication for such communication. Securing private keys needs to be a priority to achieve zero trust objectives. This objective is especially important for third-party software running on cloud infrastructure or hosted environments such as edge and 5G deployments and commercial infrastructure systems. All types of workloads and microservices that deal with these keys need to ensure that these keys are never exposed in the clear or stolen by adversaries. The monetary and reputation costs of loss of private key can be high, and private key replacements in large deployments are not a trivial activity. Solutions to these key issues should highlight recommendations and examples on achieving trusted access to these NF credentials to achieve the same level of confidentiality of sensitive data when stored in a VNF as when stored on physically separated hardware.
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc105088939]5.X.2	Security threats
If NF is compromised, cryptographic keys or other security-critical data of a virtualized 3GPP NF could be stolen by an attacker, leading to data loss/theft.


[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc105088940]5.X.3	Potential security requirements
The 5G system shall support mechanisms to secure storage and limited access to key material and assure that sensitive information such as credentials of a 3GPP NF are securely stored and are not exposed. 
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