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1
Decision/action requested

This contribution proposes to add key issue on discovery message protection between Reference UEs and Target UEs.
2
References

[1]
3GPP TR 33.893 "Study on security aspects of ranging based services and sidelink positioning".

[2]
3GPP TR 23.700-86 "Study on architecture enhancement to support Ranging based services and sidelink 
positioning".

3
Rationale

This contribution proposes to add a new key issue on discovery message protection.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key issue #X: Discovery message protection between Reference UEs and Target UEs
5.X.1
Key issue details

As specified in TR 23.700-86[xx] key issue 3: In most of the cases, the 2 or more UE(s) in a Ranging based service and sidelink positioning cannot always be aware of each other even when they are in proximity. To enable a Reference observer UE and a target UE to be able to perform measurement and communicate for delivering measurement data, the UEs have to be discovered by each other first.

5.X.2
Security threats
If the authenticity of the discovery message cannot be verified, an attacker can impersonate the Reference or the Target UE.

5.X.3
Potential security requirements

The discovery messages between Reference UEs and Target UEs shall support integrity protection and replay protection.
NOTE :
Security of ProSe direct discovery procedure should be reused as much as possible.
**** END OF CHANGES ****

