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1
Decision/action requested

This document proposes to add a new key issue for zero trust security: Exposure of Network Capabilities. SA3 is kindly requested to approve this doc.
2
References

null
3
Rationale

The 5G Network Exposure Function (NEF) facilitates secure, robust, developer-friendly access to exposed network services and capabilities. Based on SBA interfaces, it provides authentication and authorization, identification of API consumers, access control, security, routing and flow control, etc.
The integration of 5G and vertical industry enables new services by network capabilities exposure, however, it also brings new risks and challenges due to the complex and dynamic nature of the services.
This document proposes to provide a new key issue to study zero trust security for exposure of network capabilities.
4
Detailed proposal

**** START OF CHANGE ****

5.X
Key Issue #X: Exposure of Network Capabilities
5.X.1
Key issue details
The 5G Network Exposure Function (NEF) facilitates secure, robust, developer-friendly access to exposed network services and capabilities. With the help of SBA architecture, it manages the access of NFs, providing authentication and authorization, message encryption ,etc. however, the integration of 5G and vertical industry may bring new risks and challenges due to its complex and dynamic nature.
Zero trust presents a shift from a location-centric model to a more data-centric approach for fine-grained security controls between users, systems, data and assets that change over time. It helps make access control enforcement as granular as possible between NEF and AFs, and increase the security sensitivity by providing dynamic security measures.
5.X.2
Security threats
1. In the current security mechanism, NEF authenticates and authorizes AFs, and services can be accessed once authorization is enabled. However, compromised AFs may infects other resources. The network now has no visibility to the actual resources and treats them equally, the consumer may try to access tools and data they don’t have access to, which may cause resource misuse and violates policy restrictions.
2. The integration of 5G and vertical industries brings complex security threats due to a variety of unmanaged decives and heterogeneous network systems. One-time validation simply may not suffice, because threats and user attributes are all subject to change. The attacker may manage to bypass some of the defenses and move laterally across the environment and access additional resources. 
5.X.3
Potential security requirements
It is recommended to further introduce zero trust security mechanism, strengthen the security of NEF interface, including fine-grained security controls, continues trust assessment and dynamic monitoring.
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