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1
Decision/action requested

This document proposes to add a new solution on key issue #2.2: Authentication mechanism selection between EEC and ECS/EES. SA3 is kindly requested to approve this doc.
2
References
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3
Rationale

It is concluded for multiple authentication methods (TLS with AKMA, TLS with GBA and other TLS authentication methods) between EEC and ECS, EEC and EES. However, with these multiple authentication methods, how to select which authentication mechanism to use between the EEC and EES, EEC and ECS is not addressed. This new solution supports ECS/EES authentication method information provisioning to help authentication mechanism selection. During the PDU session establishment procedure, UE that hosts EEC(s) receives ECS/EES authentication method information (e.g. via PCO) and determines which to use.
4
Detailed proposal

**** START OF 1st CHANGE ****

6.X
Solution #X: ECS/EES authentication method information provisioning
6.X.1
Solution overview
This solution addresses KI#2.2: Authentication mechanism selection between EEC and ECS/EES.

During the PDU session establishment procedure, UE that hosts EEC(s) receives ECS/EES authentication method information (e.g. via PCO) and determines which to use.
6.X.2
Solution details
If the UE hosts an EEC and supports transferring the ECS/EES authentication method information from the 5GC to the EEC, the UE indicates in the PCO at PDU Session establishment that it supports the ability to receive ECS address(es) via NAS and to transfer the ECS Address(es) to the EEC(s) (see TS 23.502 [xx]). As described in TS 23.502 [xx], if the UE supports the ability to receive ECS/EES authentication method information via NAS and to transfer the ECS/EES authentication method information to the EEC(s), the UE may receive ECS/EES authentication method information from the SMF via PCO during PDU Session Establishment and/or during PDU Session Modification procedures.

The SMF may receive ECS/EES authentication method information from the UDM together with SM subscription information. The UDM in the HPLMN may provide the SMF (in HPLMN in HR case, in VPLMN in LBO case) with ECS/EES authentication method information.

The SMF determines the ECS/EES authentication method information to be sent to the UE based on UE subscription information received from UDM(as described in clause 4.15.6.3d-2 of TS 23.502 [xx]).

According to the ECS/EES authentication method information received from SMF (via PCO), UE selects TLS authentication methods both supported by EEC and ECS/EES. If there is no authentication methods supported by both sides, it returns failure.

6.X.3
Solution evaluation 
Editor’s Note: Evaluation is FFS.
**** START OF 2nd CHANGE ****
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