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1
Decision/action requested

This contribution proposes to add Key issue on Integrity and confidentiality of information over the UE-to-UE Relay.
2
References

[1]
3GPP TS 33.503 "Security aspects of enhancement for proximity based services in the 5G System".

3
Rationale

This contribution proposes to add a new key issue on Integrity and confidentiality of information over the UE-to-UE Relay. There is no conclusion in R17 about this issue. While SA2 has already started the related issue in TR 23.700-33. 
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key Issue #X: Integrity and confidentiality of information over the UE-to-UE Relay
5.X.1
Key issue details 

3GPP system has to be able to protect security (i.e., the integrity and confidentiality) of information between the peer UEs over the UE-to-UE Relay. Failure to protect integrity and confidentiality of information exchanged between the peer UEs over the UE-to-UE Relay will open vulnerability in 5GS and allow various attacks such as unauthorized disclosure and modification of information. Protection of communications between the peer UEs should take into consideration that the UE-to-UE Relay is an untrusted node.
TR 23.700-33 [xx], key Issue #1: Support of UE-to-UE Relay, has the following key issue:

-
How to enhance the system architecture to provide security/privacy protection for a relayed connection.
5.X.2
Security threats

Failure to protect integrity and confidentiality of information exchanged between the peer UEs over the UE-to-UE Relay will open vulnerability in 5GS and allow various attacks such as unauthorized disclosure and modification of information. 

The UE-to-UE Relay being an untrusted node may be compromised, allowing the security (i.e., the integrity and confidentiality) of information between the peer UEs to be compromised. Therefore, end-to-end security between the peer UEs communicating over the UE-to-UE Relay is needed.

A malicious Relay UE that can establish a unicast link with the source UE, as well as the target UE may conduct an MITM attack.
Failure to protect integrity and confidentiality of information during path change will open vulnerability in 5GS and allow various attacks resulting in unauthorized disclosure and modification of information. 

5.X.3
Potential security requirements

3GPP system shall provide means to confidentially and integrity protect security end-to-end between the peer UEs during communications over the UE-to-UE Relay.

3GPP system shall provide means to protect security (i.e., the integrity, confidentiality, and replay protection) of user plane data and signalling information during UE-to-UE Relay path switch. 
**** END OF CHANGES ****

