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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

Procedures for a non-3GPP device without SUPI is currently studying in TR 23.700-17. Whether the non-3GPP device needs to be seen by the 5GC and whether it needs to be authenticated by the 5GC requires a study.

4
Detailed proposal

******** Start of change*********
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[y]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[z]
3GPP TR 23.700-17: " Study on the support for 5WWC, Phase 2".
******** End of 1st change*********
******** Start of 2nd change*********
4.X
Key Issue #X: Authentication and authorization to N3GPP device behind 5G-RG
4.X.1
Key issue details

A 5G-RG is a UE and provides a link to the devices or UEs behind it. The procedure of a UE behind a 5G-RG registering to the 5GC has been introduced in Annex A of TS 23.316[x], and the authentication procedure for N5GC is introduced in Annex O of TS 33.501[y]. A N5GC is a deive without 5G capability but has a SUPI. Thus, in current TS 33.501[y] and TS 23.316[x], guidance of authentication for a device with a SUPI were introduced.
However, procedures for a non-3GPP device without SUPI is currently studying in TR 23.700-17[z]. Whether the non-3GPP device needs to be seen by the 5GC and whether it needs to be authenticated by the 5GC requires the investigation.

4.x.2
Security threats

A non-3GPP decivce without SUPI will connect to the 5G-RG and use the resource of 5G-RG. The 5GC may provide 5G-RG different QoS values to meet different requirement of non-3GPP devices. In case that some device has a commercial contract with the 5GC and can be provided with a dedicated QoS, while some are not, the 5GC needs to know whether the device is a commercial device or a private device is using the 5G-RG as the connecting resource. Without authentication to the non-3GPP devices, the 5GC may provide the QoS to an impersonated device such as to a private device, so the resource of 5G-RG and the 5GC are occupied and wasted.

4.x.3
Potential requirements

TBA

******** End of change*********
