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1
Decision/action requested

This contribution proposes to introduce a new KI on Transport security for the EDGE10 interface.
2
References

[1]
3GPP TR33.379 v0.1.0: "Study on Security Enhancement of Support for Edge Computing — Phase 2".

[2]
   3GPP TR 23.700-98: "Study on Enhanced architecture for enabling Edge Applications".
3
Rationale

In 3GPP TR 23.700-98, it defines roaming architecture, the roaming architecture uses ECSs provided in HPLMN and VPLMN, in which the EEC in the UE obtains services from V-ECS and V-EES. In the architecture, a new interface (i.e. EDGE-10) were introduced between ECSs in the roaming architecture for enabling Edge Application.
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This contribution addresses the related transport security for the EDGE 10 interface.
4
Detailed proposal

*************** Start of 1st Change ****************
5.3.X
Key issue #2.X: Transport security for the EDGE10 interface

5.3.X.1
Key issue details 

In 3GPP TR 23.700-98, it defines roaming architecture, the roaming architecture uses ECSs provided in HPLMN and VPLMN, in which the EEC in the UE obtains services from V-ECS and V-EES. In the architecture, the H-ECS is associated with HPLMN, while the V-ECS and the EDN which the UE accesses is associated with VPLMN. A new reference point EDGE-10 is defined between ECSs (i.e. V–ECS and H-ECS). The new interface is introduced for EES discovery in roaming PLMN in solution 5 or V-ECS information retrival in solution 14. This key issues studies the related transport security, i.e. confidentiality, integrity, and replay-protection.
5.3.X.2 
Threats

Without confidentiality, integrity, and replay protection, an attacker may eavesdrop or manipulate or replay the communication or initiate the MITM attacks on the interface.
5.3.X.3
Potential security requirements 

Confidentiality protection, integrity protection, and replay-protection shall be supported on the EDGE-10 interface.
*************** End of Changes ****************
(LBO)
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