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1
Decision/action requested

It is proposed to approve the proposed changes for inclusion in TR 33.870 [1].
2
References

[1]
3GPP TR 33.870: Study of privacy of identifiers over radio access
3
Rationale

This contribution proposes a new solution to key issue 1. The solution relies on the use of pre-provisioned pseudonyms. The psudonyms are intended to be used only if present instead of the SUPI for the SUCI calculation. The use of pseudonyms allows the operator to have better control over the SUCI length distribution.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.870 [1].

**** Start of Changes****

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

k-anonymity: is a property of anonymized data. The release of such data is said to have the k-anonymity property if the information for each subject contained in the release cannot be distinguished from at least k - 1 subjects whose information also appear in the release.
**** Next Changes****

6.A
Solution #A: Pseudonym based solution for k-anonymity of SUPI/SUCI 
6.A.1
Introduction 

The solution addresses key issue 1. It is based on the use of pre-provisioned pseudonyms that when chosen carefully can guarantee k-anonymity (for a given k) for the SUPI/SUCI.
6.A.2
Solution details

6.A.2.1
General

It is assumed that the UEs can be pre-provisioned with pseudonyms for SUPIs. The pseudonyms are allocated and managed by the operators. They are stored alongside the SUPI. The pseudonyms are chosen to be unique so that they do not collide with each other and with any of the SUPIs. The next clause describes how such pseudonyms are used. The last clause describes how they can be allocated in order to guarantee a desired k-anonymity level for any given k.

6.A.2.2
Usage

The UE uses the pseudonym only if present and only instead of the SUPI when calculating a SUCI with a non-null encryption scheme. On the network side a mapping between pseudonyms and SUPIs is maintained for example in the SIDF or UDM. Once a SUCI is received and decrypted, if it resolves to a pseudonym then the network recovers the SUPI based on the mapping and continues its normal operations using the recovered SUPI. Observe that how the network keeps track of the association between the pseudonym and the corresponding SUPI and how the SUPI is recovered could be entirely left to implementation.

6.A.2.3
Allocation

Assume a bell-like shaped distribution of the SUPIs in function of the length as shown in Figure 6.A.2.3-1 below. A fixed k value (for a desired k-anonymity level) gives two length limits shown as lmin and lmax. All subscribers whose SUPI's length is less than lmin or greater than lmax are allocated pseudonyms. 
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Figure 6.A.2.3-1 Example of SUPI distribution
One straightforward way to guarantee k-anonymity is that shorter SUPIs are allocated pseudonyms of length at least lmin and longer ones of length at most lmax. Observe that this is sufficient but not necessary because for example, if the total number of subscribers with short SUPIs (less than lmin) is greater than k, then it is enough if they are allocated pseudonyms of the same length, irrespective of lmin. That group will be of size greater than k and hence k-anonymity is realized. The same reasoning applies to longer SUPIs (longer than lmax).

Observe also that the pseudonym value is irrelevant for anonymity. Only the length is decisive. The only requirement on the value is that it is unique to avoid collisions and to enable efficient recovery of the original SUPI on the network side. For the pseudonym value itself, there are many ways it can be generated: padded SUPI, truncated SUPI, hash of SUPI, random fixed length value, fixed length counter, etc. This could be left to implementation as well.
6.A.3
Evaluation
Editor's note: evaluation is ffs
**** End of Changes****
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