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1
Decision/action requested

This contribution proposes to add new KI about groupcast security.
2
References

N/A
3
Rationale

This contribution Proposes to add the KI about security of ProSe groupcast communications.
4
Detailed proposal

*************** Start of 1st Change ****************
X.Y
Key Issue #Y: Security of ProSe groupcast communications
X.Y.1
Key issue details

5G ProSe groupcast mode communication is specified by TS 23.304 [xx], but no security mechanism of ProSe groupcast communications is defined during R17 since no solution is collected in the R17 ProSe TR 33.847 [yy]. Security for ProSe groupcast (one-to-many) direct communication in LTE Prose is specified in TS 33.303 [zz]. However, it should be studied how to accommodate such procedures to 5G ProSe.

5.13.2
Security threats

Attackers can eavesdrop, intercept, modify or replay data packets exchanged between UEs, or impersonate as a group member if the groupcast ProSe communication is not protected.
5.13.3
Potential security requirements

5G ProSe groupcast communications between ProSe-enabled UEs shall be confidentiality and/or integrity protected.

*************** End of Change(s) ****************
