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1
Decision/action requested

This contribution proposes to add new evaluation for solution 5 to TR 33.848
2
References

[1]

3
Rationale

It is proposed to add evaluation for solution 5 regarding to security requirement in key issue #13.
4
Detailed proposal

*************** Start of 1st Change ****************
6.6.4
Evaluation 

Editor’s Note: To be added.
Editor’s Note: In cases where the NF does not need to register to NRF, the NRF cannot perform verification of the attestation results as proposed in the solution. Evaluation of this case is FFS.
Editor’s Note: NF profile signing is FFS.

Editor’s Note: The linkage between provisioning certificates and OAuth tokens to remote attestation is FFS.

The solution has the following 3GPP impact:

PACF: Introduction of a new 3GPP network function to enable interworking between 3GPP NF and NFV MANO domains, and also to perform the integrity check of the NF profiles. 

NRF: Addition of the necessary functionalities to enable the NRF to relaythe necessary information and to enforce the policies related to the attestation results. 
The solution does not describe how to attest the PACF and NRF and hence relies entirely on the assumption that these NFs must be trusted otherwise this may impact trust in the attestation results of CoT. The threat is that the attestation result of CoT may be forged, or tampered with if trust in PACF and NRF cannot be guranteed.

The solution depends on the progress of other organizations in order to specify the necessary requirements, e.g. for the communication between PACF and NFV MANO and the remote attestation procedure in NFV architecture.
*************** End of 1st Change ****************


