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1
Decision/action requested

This contribution proposes to add new key issue to UC3S_Ph2
2
References

[1]

3
Rationale

It is proposed to add a new key issue on user consent for NTN.
4
Detailed proposal

*************** Start of 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[xx]

3GPP TS 23.501: "System architecture for the 5G System (5GS)".

[yy]
3GPP TS 38.300: "NR; NR and NG-RAN Overall Description".

[zz]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
5.X
Key Issue #X: User consent for NTN

5.X.1
Key issue details

NTN features are specified in clause 5.4.11 of 3GPP TS 23.501 [xx] and clause 16.14 of 3GPP TS 38.300 [yy]. In such features, the NG-RAN may require UE’s location information for verification.

The way it works now is that after AS security is activated, the NG-RAN can request the UE to report its accurate location or coarse location. However, both types of location reports may require user consent depending on local regulations.
This key issue is intended to study whether there is any need to enhance the current user consent framework specified in Annex V in 3GPP TS 33.501 [zz].

5.X.2
Security threats

If the NG-RAN is not aware to check user consent for NTN case, then the NG-RAN may collect user’s location information without consent which could lead to a compromise of the user privacy. 
If the NG-RAN is not aware that user consent for NTN use case has been revoked, then the NG-RAN may continue to collect user’s location information which could lead to a compromise of user privacy.
5.X.3
Potential security requirements

The 5GS shall provide the means for NG-RAN to check user consent for the NTN use case.
The 5GS shall provide the means for NG-RAN to be informed on revocation status of the user consent for the NTN use case.
*************** End of 2nd Change ****************


