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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

Based on the agreement in the SA3#107e, mergethe use case#1 to Key issue#1 in TS 33.741v0.1.0 to create a scenario specific Key issues. 
4
Detailed proposal

********* Begin 1st change*********
4.2
Key Issue #2: Ability of the home network to trigger primary authentication when a KAUSF is not available
4.2.1
Key issue details

In the 5G System, the home network control over the security of the UE has been strengthened compared to previous generations by many new mechanisms such SUPI privacy, termination of the authentication procedure in the home network and the provisions for increased home network control and linkage to subsequent procedures. However, when it comes to triggering the authentication, then this is still under the control of the serving network. 
As an evolution of LTE networks, the 5G system supports backward compatibility, providing seamless voice and data services continuity. According to TS 23.502 [2], the 5G core enables interworking between EPS and 5GS, allowing the UE to move between two systems. During interworking between 5GS and EPS, the MME and the AMF perform the handover procedure, which provides the IP address continuity and the security context mapping on inter-system mobility to UEs.

According to TS 33.501 [3], when the UE moves from EPS to 5GS, the handover procedure is initiated by the source MME to provide the target AMF with the UE identifier and UE's EPS security context. If the source MME has the UE NR security capabilities stored, it forwards the UE NR security capabilities as well to the target AMF.

For the UE moving to 5GS for the first time, the AMF derives a mapped KAMF' key from the received KASME, then derives the mapped 5G NAS keys (i.e., KNASenc and KNASint) and KgNB using the mapped KAMF' key. In this situation, the target AMF has no native 5G security context, it will use the mapped 5G security context constructed from the EPS security context to protect the subsequent messages, which does not include a KAUSF key. As specified in TS 33.501 [3], if the AMF has no native 5G security context available, when the UE performs the Registration Request following the handover procedure, the AMF via the SEAF should run a primary authentication depending on local operator policy. 
4.2.2
Security threats

Not applicable

4.2.3
Potential requirements

The home network may be able to trigger a primary authentication when a KAUSF is not available.

The messages in home network triggered primary authentication should be confidentiality protected, integrity protected and anti-replay protected.

******** End of change*********
