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1
Decision/action requested

This contribution proposes to complete the Key Issue #1 of TR 33.737.
2
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3
Rationale

This contribution proposes to complete the clauses on security threats and requrirements associated to Key Issue #1 "Support for AKMA roaming scenario" in TR 33.737 [1].
The proposal for security threat takes into account LS from SA3-LI on "Regulatory LI compliance to AKMA" [2]. 

To address LI requirement, the VPLMN needs to receive means to decrypt the traffic exchanged between the UE and an AF. In the scope of AKMA, a security threat consists in providing to the VPLMN an AKMA Application Key KAF that is different from the KAF used in the UE to encrypt or decrypt the traffic between the UE and an AF. In this scenario, the traffic decrypted by the VPLMN does not correspond to the traffic encrypted or decrypted by the UE.  

Consequenty, the potential security requirement to counteract this security threat is that the mechanism to address LI requirement shall ensure that the AKMA Application Key KAF provided to the VPLMN is the same as the AKMA Application Key KAF used by the UE to encrypt or decrypt the traffic between the UE and the AF. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.737 [1].

*** START of CHANGE ***

5.1
Key Issue #1: Support for AKMA roaming scenario  

5.1.1
Issue details
The AKMA architecture, AKMA procedure and key generation are specified in 33.535[2]. The key issue is to study the following two scenarios in AKMA: 

- If UE is in VPLMN and trying to access the VPLMN AF, then procedures to support such a usecase, with the LI requirement addressed. 
- If UE is in VPLMN and trying to access the HPLMN AF, then procedures to support such a usecase, with the LI requirement addressed.

5.1.2
Security Threats
TBA
To address LI requirement, the VPLMN needs to receive means to decrypt the traffic exchanged between the UE and an AF. In the scope of AKMA, a security threat consists in providing to the VPLMN an AKMA Application Key KAF that is different from the KAF used in the UE to encrypt or decrypt the traffic between the UE and an AF. In this scenario, the traffic decrypted by the VPLMN does not correspond to the traffic encrypted or decrypted by the UE.  
5.1.3
Potential security requirements
FFS.
The mechanism to address LI requirement shall ensure that the AKMA Application Key KAF provided to the VPLMN is the same as the AKMA Application Key KAF used by the UE to encrypt or decrypt the traffic between the UE and the AF. 

*** END of CHANGE ***

