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1
Decision/action requested

It is requested to approve a key issue for TR 33.870
2
References

[1]
3GPP TR 33.870, v 0.2.0: “Study on privacy of identifiers over radio access”
3
Rationale

The RRC establishment cause is used to indicate the reason for the UE’s access request during connection establishment. High priority UEs use the highPriorityAccess establishment cause, which affords them admission benefits when accessing the network. This establishment cause can be monitored through over-the-air (OTA) sniffing, leading to an unwanted leak in a user’s priority status. Two new priority establishment causes have been added in NR to supplement the highPriorityAccess establishment cause already supported in LTE. These new priority establishment causes are mps-PriorityAccess and mcs-PriorityAccess, and are used to support the early identification of prioritized services for multimedia priority service (MPS) subscribers and mission critical service (MCS) subscribers, respectively. The specification of multiple priority establishment causes provides an attacker with more detail to distinguish different types of priority subscribers.  Similarly, when a UE resumes a suspended connection it sends an RRC resume cause to indicate the type of access being requested. An attacker can use the RRC establish cause and resume cause to identify and track priority users causing privacy concerns.
4
Detailed proposal

****Start of Change 1****

5.X

Key Issue: Users Identified by Priority Access

5.X.1 
Key Issue Details

During connection establishment, a UE selects an RRC establishment cause value according to its access identity and access category based on the rules specified in table 4.5.6.1 and table 4.5.6.2 in TS 24.501[x]. The establishment cause value is sent in the clear over-the-air in RRC Setup Request messages. UEs assigned access identities 11-15, will send establishment cause “highPriorityAccess”, which affords them admission benefits when accessing the network. NR also supports two new establishment causes, “mps-PriorityAccess” and “mcs-PriorityAccess”, which indicate that UEs assigned access identity 1 and 2 are permitted to use multimedia priority services and mission critical services, respectively. The priority access cause values are different and can be distinguished from the values used by ordinary UEs assigned access identity of 0. UEs with access identity 0 use establishment causes which include: “mt-Access”, “emergency”, “mo-Signalling”, “mo-SMS”, “mo-VoiceCall”, etc.

Similarly, when a UE resumes a suspended connection it sends an RRC resume cause in the RRC Resume Request message. The options for the resume cause values are the same as for the establishment cause values. The resume cause is also sent in the clear over-the-air. 

The establishment cause and resume cause can also be linked to other identifiers that appear during a data session. For example, the TMSI is sent in the same RRC Setup Request message as the establishment cause. This allows the attacker to associate the establishment cause to the TMSI and trace the user throughout their data session.

As a result, priority users are easily distinguishable from other subscriber groups based on the RRC establishment cause and resume cause. The exposed establishment cause and resume cause reveal private user information and introduce privacy threats. This information leakage makes it possible to infer the group membership of priority users, the general location of priority users (e.g., localize users to specific cells), the number of priority users (e.g., as distinguished by different TMSIs), and the type of priority users (e.g., as distinguished by different priority establishment/resume causes).  
5.X.2 
Security Threats

An attacker can use the establishment cause and resume cause to identify and track the group of users with priority access services. This threat increases with NR due to the addition of “mps-PriorityAccess” and “mcs-PriorityAccess” establishment/resume causes, which provide an attacker with more detail to distinguish different types of priority access.  Once priority users are identified, attackers may be able to perform targeted OTA attacks.

Priority users, such as first responders, public safety officials, or other subscribers belonging to the mission critical community may not want to be identified by unauthorized entities as it may pose a privacy and/or security concerns.  The ability of an attacker to observe a priority establishment cause or resume cause provides information leakage that can be used to infer the general location, number, and type of priority users.

5.X.3
Potential Security Requirements

The 5G system should protect priority access users from being identified and tracked by unauthorized entities based on the RRC establishment cause and resume cause.  

****End of Change1****
****Start of Change 2****
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****End of Change2****
****Start of Change 3****
Annex A:
List of 3GPP identifiers.
The following table provides a non-exhaustive list of 3GPP identifiers and parameters transmitted over the air. These identities are provided for information only (e.g., inclusion neither suggests that the identity is in the scope of study nor that there is a privacy issue with that identity).
	No
	Name of 3GPP Identifier 
	Description
	Specified in 3GPP document

	1
	SUCI 


	SUbscription Concealed Identifier
	TS 23.003 [aa], TS 23.501 [bb]

	2
	S-NSSAI
	Single Network Slice Selection Assistance Information
	TS 23.003 [aa], TS 23.501 [bb]

	3
	5G-GUTI
	5G Globally Unique Temporary Identifier

5G-GUTI provides an unambiguous identification of the UE that does not reveal the UE or the user's permanent identity.

5G-GUTI has two main components:

-
one that identifies the AMF(s) which allocated the 5G-GUTI; and

-
one that uniquely identifies the UE within the AMF(s).
	TS 23.003 [aa]

	4
	CAG Identifier
	A Closed Access Group (CAG) within a PLMN is uniquely identified by a CAG-Identifier
	TS 23.003 [aa], TS 23.501 [bb]

	5
	C-RNTI
	Cell Radio Network Temporary Identifier

C-RNTI is a unique identifier dedicated to a particular UE and used for identifying RRC Connection and scheduling. C-RNTI can be reallocated when a UE accesses a new cell with the cell update procedure.
	TS 38.300 [cc], TS 38.321 [dd]

	6
	Establishment Cause
	RRC establishment cause value maps to an access identity. This value is sent in RRC Setup Request messages when establishing a connection.
	TS 24.501 [ee]

	7
	Resume Cause
	RRC resume cause value maps to an access identity. This value is sent in RRC Resume Request messages when resuming a suspended connection.
	TS 38.331 [ff]

	
	
	
	

	
	
	
	


****End of Change 3****
