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1
Decision/action requested

Approval of a new Key Issue abut securing invocation of northbound API from UE applications is requested.
2
References

[1]
3GPP TR 23.700-95 Study on application enablement aspects for subscriber-aware northbound API access; (Release 18)
[2]
3GPP TR 33.884 V0.0.0 Study on security of application enablement aspects for subscriber-aware northbound API access (FS_SNAAPPY); (Release 18)
3
Rationale

Currently 3GPP WG SA6 is executing a study about subscriber-aware northbound API access [1].
One of the new concepts introduced in this study is the circumstance that a northbound API might also be accessed from an application residing on a UE. 

Since this kind of access might have special peculiarities from a security point of view, a corresponding Key Issue needs to be added to the accompanying SA3 study [2].

4
Detailed proposal

It is proposed to add the Key Issuse described below to [2]

****Start of 1st Change ****
5
Key issues
5.X
Securig access to northbound APIs from applications on UEs
5.X.1
Key issue details

In some deployment scenarios relevant for this study an API invoker might reside on a UE.

Also, in this case the API calls need to be properly authorized. That is, it needs to be ensured that the call is really originating from a certain UE and that the scope of the request is within the permissions granted to the UE.

It is assumed that the application in the UE application can use the 5G user plane connectivity to establish an IP connection to the northbound API and to the authorization server.

Solutions to this Key Issue might include solutions, which explicitly leverage the circumstance that the application is deployed on a UE.

Note: Scenarios in which the access rights of the application are not related to the deployment of the application on a specific UE can be solved with existing mechanisms and are not in the scope of the Key Issue.

 5.X.2
Threats

If API calls originating from applications residing on a UE are not properly authorized, this might provide an attacker with the possibility to misconfigure the 5G system or to retrieve private information not intended to the attacker.

Distribution of client credentials to a UE and handling of the client credentials on the UE is increasing the attack surface and might lead to new security threats, if not done properly. 
5.X.3
Potential security requirements 

The 5G system shall provide a mechanism to securely authenticate and authorize calls to northbound APIs without a need for provisioning and maintenance of new credentials on the UE.
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****End of 1st Change ****
