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1
Decision/action requested

It is proposed to approve the key issue described in TR 33.739.
2
References

3
Rationale

This contribution proposes a new key issue for ACR security.

4
Detailed proposals

*************** Start of the Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[xx]

3GPP TS 23.558 "Architecture for enabling Edge Applications ".

*************** Next Change ****************

5.X
Key Issue #X: ACR security 

5.X.1
Key issue details

This Key Issue aims at addressing ACR security capability exchange and security procedures.

As described in TS 23.558 [xx], in the situations such as UE mobility, overload control, or maintenance, different EASs and EESs can be more suitable for serving the ACs in the UE. Such mobility transitions result in replacing the source EAS and/or the EES (S-EAS or S-EES) with a target EAS and/or EES (T-EAS or T-EES). Replacing the S-EAS and/or S-EES with the T-EAS and/or T-EES requires a procedure named Application Context Relocation (ACR); 3GPP TS 23.558 [xx] defines 5 ACR procedures that follow the high-level flow.

When ACR is performed, the application context is moved from a first entity (e.g. S-EES or S-EAS) to a second entity (e.g., T-EES or T-EAS). The EEC context may be moved from an S-EES to the T-EES and the application context is moved from the S-EAS to the T-EAS. It may be that the security capabilities of the source entities and target entities are different. In addition, the authentication and authorization procedures need the cooperation of source entities and target entities. Moreover, mechanisms that can be utilized to authorize the ACR from the S-EES/S-EAS to the T-EES/T-EAS need to be studied. 

Thus, when selecting an ACR procedure to execute there is a need to coordinate what security procedures should be used to communicate with the target entity and there is a need to securely exchange security credentials and specify the security procedures such as authentication between source entities and target entities.

5.X.2
Security threats

If the security capabilities of the source and target entities are not exchanged, the ACR cannot be accomplished securely. Various security threats will be presented to the ACR if the security procedures for ACR are not specified, such as impersonation, unauthorized exposure of information, disruption of communications, etc.

Lack of security during communication for ACR between the source and target entities may allow MitM attack where the attacker can eavesdrop, modify, or inject messages into ACR related data. 

5.X.3
Potential security requirements

Confidentiality protection, integrity protection and replay protection shall be supported between the source and target entities.

Mutual authentication of source entities and target entities for ACR should be supported.

*************** End of the Change ****************

