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1
Decision/action requested

It is proposed to approve the key issue described in TR 33.739.
2
References

3
Rationale

This contribution proposes a key issue for security aspect on the NW exposure of UE traffic related information.
4
Detailed proposals

*************** Start of the Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[xx]

3GPP TR 23.700-48 “5G System Enhancements for Edge Computing; Phase 2”.
*************** Next Change ****************

5.X
Key Issue #X: Privacy and authorization in NW exposure of UE traffic related information

5.X.1
Key issue details

This Key Issue aims at addressing privacy and authorization issue in NW exposure of UE traffic related information.

[xx] describes a key issue (KI#2) for edge computing scenarios that exposes the UE traffic related information to an AF. Since most applications are sensitive to the change of network latency and throughput, when network congestion happens, if the application can be notified in a fast and efficient way (e.g. within a RTT of user packet transmission), these services can react to the change of network congestion status more agilely. However, the solution to Key Issue #2 of reference [xx] needs to address the security issues in network exposure of UE traffic related information to AF (e.g. an Edge Application Server) and account for the privacy of UE information.

Based on the use cases, this key issue investigates solutions for secure network exposure of UE traffic related information to an Edge Application Server. In this key issue, the following issues should be studied:

-
How to authorize the NW information exposure (e.g., per QoS Flow, per cell) to an AF that belongs to a third-party operator? 

- 
How to protect the privacy of UE information, inlcuding UE related ID information and location/presence information when performing the NW information exposure to the the 3rd party AF. 

5.X.2
Security threats

Important UE privacy information such as UE ID related info and UE location, and user presence information exposure to application server. 

Non-authorized NW information exposure to application servers.

5.X.3
Potential security requirements

3GPP system shall provide means to support privacy protection of UE in exposure of UE traffic related information.

3GPP system shall provide means to support authorization for exposure of UE traffic related information.

*************** End of the Change ****************

