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1
Decision/action requested

We ask SA3 to accept security algorithms in TS 33.305 capable of processing/protecting discovery messages of variable length. The proposed algorithms are based on TS 33.303.
2
References

3
Rationale

TS 24.554 specifies that metadata may be included in discovery messages as follows:

	11.2.B
Metadata

The Metadata parameter carries the application layer metadata information.

The Metadata information element is coded as shown in figure 11.2.B.1 and table 11.2.B.1.

The Metadata is a type 6 information element.
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Figure 11.2.B.1: Metadata information element

Table 11.2.B.1: Metadata information element

The length of Metadata contents field contains the binary coded representation of the length of the Metadata contents field.

The Metadata contents field contains the octets indicating the Metadata parameter. The format of the Metadata parameter is out of scope of this specification.




TS 24.554 also states multiple Editor’s Notes indicating that how the discovery messages are protected depend on SA3, for instance, in Clause 6.2.14.2.1.2 of TS 24.554 we find:

	Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.


In Clause 6.1.3.2.3, it is stated that security algorithms in TS 33.303 can be used to protect discovery messages over the PC5 interface. It also includes the following Editor’s Note:

	Editor’s Note: it is for ffs whether security algorithms and/or process in clause 6.1.3.4.3 TS 33.303 [4] can be applied without modification given the potentially different size of the discovery message in 5G ProSe.


Since discovery messages can be longer than 23 bytes, security algorithms in TS 33.303 cannot be applied since they were designed for fixed-length 23 bytes long messages including a 4 bytes long MIC.

This document describes how to adapt the TS 33.303 scrambling and confidentiality routines to process messages of arbitrary length (including metadata). 

The techniques in this document are further extended in Tdoc S3-220362.
4
Detailed proposal
***** BEGIN OF THE FIRST CHANGE **
6.1.3.2.3
Protection of the discovery messages over the PC5 interface
There are three types of security that are used to protect the restricted discovery messages over the PC5 interface: integrity protection, scrambling protection, and message-specific confidentiality which are defined in clause 6.1.3.4.3 in TS 33.303 [4]. The protection mechanisms specified in TS 33.303 are reused with the following changes:
· Message-specific confidentiality keystream is obtained as specified in A.Y in the current specification.

· The time-hash-bitsequence is obtained as specified in A.X in the current specification.






















































***** END OF THE FIRST CHANGE ****
***** BEGIN OF THE SECOND CHANGE ****
A.X
Calculation of scrambling bits for discovery
When calculating the time-hash-bitsequence for discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4C
Editor’s Note: A different FC should be allocated.
-
P0 = UTC-based counter for scrambling associated with the discovery slot – see subclause 6.1.3.2.3.5.
-
L0 = length of above (i.e. 0x00 0x04).

-
P1 = message fragment index.

- 
L1 = length of the above (i.e., 0x00 0x02).
The input key shall be the 256-bit DUSK.
The time-hash-bitsequence is obtained as

a.
time-hash-bitsequence = “”

b.
For i = 0 to FLOOR((L+LMIC)/32)):

time-hash-bitsequence = time-hash-bitsequence || KDF (DUSK, UTC-based counter, i)

c.
time-hash-bitsequence = time-hash-bitsequence || LSB(KDF (DUSK, UTC-based counter, FLOOR((L+LMIC)/32)) + 1),   8*(L + LMIC - 32* FLOOR((L+ LMIC)/32))   )
Where L is the length of the discovery message; LMIC is the length of the MIC, e.g., 4 bytes; || indicates concatenation; LSB(x,b) returns the b least significant bits of x; FLOOR(x) returns the largest integer less than or equal to x; and KDF() refers to a key derivation function.



A.Y
Calculation of message-specific confidentiality keystream for discovery

When calculating the message-specific confidentiality keystream for discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4D
Editor’s Note: A different FC should be allocated.
-
P0 = UTC-based counter associated with the discovery slot – see subclause 6.1.3.2.3.6.
-
L0 = length of above (i.e. 0x00 0x04).
-
P1 = message fragment index.

- 
L1 = length of the above (i.e., 0x00 0x02).

-
P2 = HH.
-
L2 = length of HH.
The input key shall be the 256-bit DUCK.
The keystream is obtained as

a. keystream = “”
b. HH = (Key_calc_mask AND (Message || MIC)) or Hash(Key_calc_mask AND (Message || MIC))
c. For i = 0 to FLOOR(L /32)):

keystream = keystream || KDF (DUCK, UTC-based counter, i, HH)
d. keystream = keystream || LSB(KDF (DUSK, UTC-based counter, FLOOR(L/32) + 1, HH), 8*(L - 32* FLOOR(L/32))

Where L is the length of the discovery message; || indicates concatenation; LSB(x,b) returns the b least significant bits of x; FLOOR(x) returns the largest integer less than or equal to x; and KDF() refers to a key derivation function.





***** END OF THE SECOND CHANGE ****
