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1	Decision/action requested
Approve this contribution to add text in the Introduction for Certificate management TR
2	References
[1]	
3	Rationale
The SID for Study on Standardising Automated Certificate Management in SBA has been approved in SA3#103-e in S3_212390. The contribution adds text in the Introduction clause for Automated Certificate Management in SBA TR. 
4	Detailed proposal
pCR
***	BEGINNING OF CHANGES (all text new) ***
[bookmark: _Toc39138088][bookmark: _Toc39138081]Introduction

[bookmark: _Hlk95123901]According to TS 33.501, the use of mutual TLS for authentication of NF requires compliance to 3GPP TS33.310 section 6.1.3c for TLS client and TLS server certificate profiles, in addition to TLS profile compliance with clause 6.2 of TS 33.210 with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540.
The use of TLS certificates in 5G SBA is ubiquitous. Also, as per section 9.9 of TS33.501, certificate based NDS/IP is to be used for protection of non-SBI interfaces. E.g., N4, N9. 
However, unlike standardised model using CMPv2 in RAN, SBA does not have a standardised model and set of procedures for automated certificate management. SBA does not currently have either a standardised protocol for managing life cycle events of the certificates. e.g., bootstrap, request, issue, enrolment, revocation, renewal etc. 
Lack of standardisation has resulted into number of bespoke methodologies and varying choices of certificate management protocols resulting into inconsistent model. In addition, once service slicing and NPN are introduced in service provider network, manual management or lack of standardised procedures for life cycle management of TLS certificates belonging to separate legal entities could further complicate the architecture. 
All the above have potential of increasing the security risk and impact the deployment and availability of operators’ 5G SBA network.
RAN has benefitted from the standardisation of CMPv2 to be used for eNodeB/gNodeB automated certificate management. The specification defined a bootstrap procedure based on the use of vendor certificate for requesting an operator certificates for the set-up of IPSec IKE2 towards the SeGW. 5G SBA is within the operator core network domain that could benefit from a study that leads to the standardisation of an automated certificate management procedure using a standardised protocol that fits for purpose to serve the 5G Core Network.

***	END OF CHANGES	***
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