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1
Decision/action requested

This contribution proposes to introduce a New Key issue on automated certificate management for SBA NF to TR 33.876.
2
References
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[2]
3GPP TS 33.310 Network Domain Security (NDS); Authentication Framework (AF); (Release 17)

[3]
3GPP TS 33.501 Security architecture and procedures for 5G system; (Release 17)
3
Rationale

According to the SID of FS_ACM_SBA[1], a unified procedure for automatically managing SBA certificates is required to automatically distribute certificates to 5GC NFs.
Currently the certificate management procedure for the base station has been specified in the Annex G of TS 33.310[2]. The base station can automatically request certificate from RA/CA based on the CMPv2 protocol. This CMPv2 based automated certificate management procedure can be reused for 5G gNB.
According to TS 33.501[3], all service based interfaces shall support mutually authenticated TLS, related Network functions shall support TLS certificates. For non-SBI interfaces, related Network functions shall also support certificate for NDS/IP based protection.

However, 5G SBS does not have a standardised procedure for automated certificate management, which may cause certificate management inconsistent and complicate the certificate deployment.
Therrefore, the 5GS shall support automated certificate management procedures for 5G core certificate life cycle event.
4
Detailed proposal

It is suggested to approve the following change. 
*************** Start of the 1st change ****************

2
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*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

5
Key issues 
5.X
Key issue #X: Automated certificate management for SBA NF
5.X.1
Key issue details

Currently the automated certificate management procedure for the 4G base station has been specified in the Annex G of TS 33.310[x]. The 4G base station can automatically request certificate from RA/CA based on the CMPv2 protocol. This CMPv2 based automated certificate management procedure can be reused for 5G gNB.
According to TS 33.501[y], all service based interfaces shall support mutually authenticated TLS, related Network functions shall support TLS certificates. For non-SBI interfaces, related Network functions shall support certificates for NDS/IP based protection.
However, 5GS does not have a standardised procedure for automated certificate management, which may cause certificate management inconsistent and complicate the certificate deployment. 
5.X.2
Security threats

Not Applicable.
5.X.3
Potential security requirements

The 5GS shall support automated certificate management procedures for 5G core certificate life cycle event.
*************** End of the 2nd change ****************

