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1	Overall description
[bookmark: _Hlk69931360]SA3 thanks RAN2 for their LS on Small data transmission. 
SA3 discussed the LS from RAN2 and acknowledged the issues related to reusing the key solution. SA3 would like to provide the following answers to the questionsresponse on the exemplary call flow detailed in the RAN2 LS (S3-220051/R2-2201983):. 
[bookmark: _Hlk69931230]SA3 Answer: 
The used key solution as described in the LS should be avoided as it creates abnormal behavior in the implementation, such as
a) Two nodes (gNBs) usinge a single key (KRRCint_1) to verify RRC messages (at step 12 & 13 in serving gNB and at step 18 in last serving gNB) is not acceptable from security point of view. RAN2 need to update the solution to prohibit use of same key at different entities.   

· The anchor gNB has to use the KgNB of the serving gNB that is already used to perform the ResumeMAC-I verification.
· The anchor gNB has to use the KgNB of the serving gNB and derive the RRRCint used at the serving gNB to perform the ResumeMAC-I verification.
b) The same I-RNTI is SA3 prefers notused to calculate two consecutive RRCResumeRequest messages reusing the same I-RNTI for the second resume request.	Comment by Nokia-1: This doesn’t seem to be a valid argument. Today the UE uses the same CRNTI in active mode to send multiple messages to the Base Station. If using the same CRNTI to send multiple RRC messages in active mode doesn’t pose a threat, how it can cause a problem when the UE is in INACTIVE mode? This is not a valid argument. Also please note that the UE is under its own trigger and conditions are sending these messages, not in response to a paging message received by the UE. Hence an attacker is not triggering the UE to send multiple messages.

c) The UE breaches thekey derivation between gNBs shall meet 2-hop forward security principle, i.e. the 1st node (gNB) shall not predict the 3rd node (gNB)’s key, which is similar with handover, after two handovers, the 1st gNB cannot predict the 3rd gNB since a new {NH, NCC} is received from the AMF as per the SA3 agreement in LS S3-182541. RAN2 need to update the solution as the current solution does not meet this security requirement .
even when unused {NH, NCC} pair is available
d) Also, it creates implementation complexities in handling the security context between Anchor gNB and serving gNB. There is SA3 study and work needed to develop a security solution and specify it, if RAN2 agrees for the solution similar to the one mentioned in the RAN2 LS (S3-220051/R2-2201983).
The exemplary call flow detailed in the RAN2 LS (S3-220051/R2-2201983) requires further study from security point of view, as mentioned above, to be feasible. 
2	Actions
To RAN2
ACTION: 	3GPP TSG SA WG3 asks RAN2 to take the above feedback into account and reply to SA3.
3	Dates of next TSG SA WG3 meetings
TSG SA WG3 Meeting 106-Bis-e	04-08 April 2022
TSG SA WG3 Meeting 107-e	27 June-01 July 2022
